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1. OBIIAA XAPAKTEPUCTHUKA MOYJISA Be3onacHOCTh KOMIIBIOTEPHBIX CHCTEM

1.1. AHHOTAUMS COAEePKAHUS MOTYJIA

Monaynbs «be30nacHOCTb KOMITBIOTEPHBIX CHCTEM)» SBISETCS OCHOBOMNOJAraloIUM JJIsi JaHHOTO
npopwis OakanmaBpuaTa. MOAynb COAEPXKHUT B ce0e TUCHMIUIMHBIL, H3Jararoliue YCTPOWCTBO U
0COOEHHOCTH HKCIUTyaTallil OIEPALMOHHBIX CHUCTEM CO BCEMH IITATHBIMHU JJIEMEHTaMHU U CIyXkOaMu
Oe3omacHoCTH. M3yuatoTcss oOCHOBHBIE (DaliJIOBBIE CUCTEMBI, CITIOCOOBI 0€30MaCHOTO XPAHEHHSI CHCTEMHBIX
IporpaMM M JAHHBIX, MOJYJH ayTeHTU(UKAIMH II0JIb30BaTeNIel, CeTeBble CIyKObl M 3alluIleHHbIE
TEXHOJIOTUYECKUE PEXKHUMBL.  3aBepliaeTcs MOIyJb JUCHUIUIMHON, W3JAralouied  MPUHIUIIBI
npoekTupoBanus oredectBeHHON OC Astra Linux.

1.2. CTpykrypa u 00beM MOYJIA

Tabmuna 1
O0BbeM AUCUUITAH MOXYJIS
Ne H BCEro MOAYyJisl B 3a4€THBIX
Hepeqem, AUCHUILIMH MOAYJIsl B MOCJTET0BATC/IBHOCTH HX OCBOCHUSA
n/n eTHHUIAX
1 AJMUHUCTpPUPOBAHHUE CPECTB 3aLUTHI UH(OPMALMU B
KOMIIBIOTEPHBIX CUCTEMAX U CETAX 4
2 Mertoap!l o1ieHKH 0€30MTaCHOCTH KOMITBIOTEPHBIX CUCTEM 4
3 Kpunrorpaduueckue mpoToKOIbI 3
4 be3onacHOCTh KOMIIBIOTEPHBIX CETEN 3
HUTOTI'O o momyo: 14
1.3.I1ocsieqoBaTeIbHOCTH OCBOCHHSI MOIY I B 00pa30BaTEJILHOM IPpOrpaMme
IIpepexkBU3UTHI MOAYI5 He npexycmoTpensl
ITocTpeKBU3UTHI M KOPEKBU3UTHI He npenycmoTpenst
MOAYJIs

1.4. PacnipenejieHne KOMIETEHUMI IO AWCHMIVIMHAM MOAYJsl, IUIaHHpyeMble pPe3yJbTaThl
00yueHusi (MHAUKATOPHI) 10 MOLYJIIO

Tabmuma 2
Ilepeuennb
Kox u HaumeHoBaHme Ili1anupyemble pe3yibTaThl 00yUeHUs
AUCHUTLIUH
KOMIIETeHI MU (MHAMKATOPBI)
MOIYJIst
1 2 3




AJIMUHHUCTPUPOBA
HUE CPEACTB
3aIlHUTHI
nHpOopManuu B
KOMITBFOTEPHBIX
CHUCTEMaXx M CEeTIX

I1K-12 - Cnocoben
aJIMUHUCTPHPOBATD
CpeACTBa 3aIIUTHI
uHpOpMaNU B
KOMITBIOTEPHBIX CUCTEMaX
U CETAX

3-1 - UnenTrdUIupoBaTh apXUTEKTYPbI
MOJICKICTEM 3aIIUThl HHPOPMALIUH B
OTIEpAIIMOHHBIX CUCTEMAX

3-2 - OnucaTh NPUHIUIIBI TOCTPOCHUS
KOMITBIOTEPHBIX ceTei

3-3 - OnucaTth NPUHLUHUIBI (HYHKIIMOHHUPOBAHUS
CETEBBIX MPOTOKOJIOB, BKJIIOUAIOLINX
KpUNTOTpapuUECKUe aarOpUTMbI

V-1 - HactpauBaTb aHTUBUPYCHBIE CPEJICTBA
3alUThl HH(OPMALUY B ONEPALUOHHBIX
CUCTEMAaxX

V-2 - YcraHaBnuBaTh 0OHOBIIEHUS
MIPOrPaMMHOTO OOECTICUCHHS U CPEICTB
AHTUBHUPYCHOU 3aILUTHI

V-3 - ®opmupoBath 11abI0HBI KOHPUTYpALIUU
MIPOrpaMMHO-AIIAPATHBIX CPEICTB 3aIUTHI
MH(pOPMALUU B KOMIIBIOTEPHBIX CETAX

I[1-1 - BeimonssTh paboThl 10 0OHAPYKEHUIO
BPEIOHOCHOTO IPOTPAMMHOTO 0OecTieueHHs

[1-2 - BeimonHsaTe paboThl TUKBUIAIIUN
00Hapy>XEHHOT'O BPEIOHOCHOTO MPOTPAMMHOTO
oOecrieueHns U OCJIEACTBUN €ro
(GyHKIMOHUPOBAHUS

I1-3 - BemonHATe pa3paboTKy TpeboBaHUil K
BCTPOCHHBIM CPEJICTBAM 3alUThl HH(POpMALUU
MIPOrPaMMHOTO 0OecrieueHust

be3omnacHocts
KOMHBIOTepHI)IX
cerel

[1K-14 - Cnocoben
OIICHUBATH YPOBEHB
0C30ITacCHOCTH
KOMITHIOTEPHBIX CUCTEM U
CeTel, B TOM YHCJE B
COOTBETCTBHUU C
HOPMAaTHUBHBIMHU 1
KOPIOPAaTUBHBIMH
TpeOOBaHUSIMHU

3-1 - OnucaTh NPUHIUIIBI TOCTPOCHUS
AHTUBUPYCHOTO MTPOrPaMMHOT0 00eCTieueHuUs

3-2 - Cnenatb 0030p OCHOBHBIX CPECTB H
METOJI0OB aHAJIW3a NPOrPAMMHBIX pean3aiuil

3-3 - OnucaTh HOpMaTUBHBIE IPABOBHIE AKTHI B
00J1acTH 3amuUTh HH)OPMAIIH

3-4 - Onucath pyKOBOJSIINE U METOIUYECKUE
JIOKYMEHTBI YITOJITHOMOYCHHBIX (heIepaTbHBIX
OpraHOB MCIOJIHUTEILHOHN BJIACTH TI0 3aIlUTE
nHpopmaruu

V-1 - AHanu3upoBaTh yrpo3bl 0€30MacHOCTH
nH(OpPMAIIUY TPOTPAMMHOTO 00eCTICUeHUS

V-2 - ®opmMmynupoBaTh MpaBuiia 0€30MacHOM
9KCIUTyaTaluy MPOrpaMMHOTro obecreyeHust

V-3 - Ananu3upoBaTh QyHKIIMOHUPOBAHNE
MIPOTPaAaMMHOT0 00ecreueHHs C LEIbI0




ONPEAEIICHUS BO3MOXHOI'O BPEJOHOCHOTO
BO3JEUCTBUA

[1-1 - Onpenensath cocTaB NPUMEHSIEMBIX
MIPOrPaMMHO-AMNIAPATHBIX CPEICTB 3aAIUTHI
nH(pOpMalMU B ONEPAIIIOHHBIX CUCTEMAaX

I1-2 - Onpenenars NOpsAAOK NPUMEHEHUS
IIPOrpaMMHO-AMNIAPaTHBIX CPEACTB 3aALUTHI
nHGOPMAIIUU B ONIEPAITUOHHBIX CUCTEMAX

[1-3 - UmeTh NpakTU4YECKUI OTIBIT
(dhopmupoBaHws M1a0JI0HOB YCTAaHOBKH
MIPOrpPaMMHO-AMNIAPATHBIX CPEICTB 3aIUTHI
nH(pOpMaIIMY B ONEPAIIMOHHBIX CUCTEMAaX

I1-4 - OnpenensaTh KOHUTYPALIUIO
MIPOTPaMMHO-aINapaTHBIX CPEJCTB 3aALIUThI
nHpOPMAIIUU B ONIEPAITMOHHBIX CUCTEMAX

Kpunrorpaduuec
KHE TIPOTOKOJITBI

[IK-11 - Cnocoben
paszpabaThiBaTh U
peaM30BbIBATH ITOJIUTHKU
YIpaBJICHUS JTOCTYIIOM B
KOMITBIOTEPHBIX CUCTEMaX

3-1 - Onucath BUAbI MOJUTHK YIIPABICHUS
JOCTYTIOM U MH(POPMAIIMOHHBIMH ITOTOKAMH
MIPUMEHUTEIHHO K MPUKIAIHOMY
MIPOrpaMMHOMY 00€CTIeYeHHIO

3-2 - OnucaTth NPUHIUIBI (YHKIIMOHUPOBAHUS
MIPOTPaMMHBIX CPEACTB KPUNTOrpaduyeckon
3alIUThl HH(POPMAIUU

3-3 - Onucath BUAbI MOJUTHK yIIPABICHUS
JOCTYTIOM U MH(POPMAIIMOHHBIMH ITOTOKAMH B
KOMITBIOTEPHBIX CETAX

V-1 - ®opmynupoBaTh MOIUTUKH
0€30MaCHOCTH OTIEPALIMOHHBIX CHCTEM

V-2 - HactpauBaTh MOMUTHKN O€30MACHOCTH
ONEPAlMOHHBIX CUCTEM

V-3 - IIpoBOINTE MOHUTOPHUHT
(GYHKIIMOHMPOBAHUS MPOTPAMMHO-AMIAPATHBIX
CpPEeZCTB 3alIUThI HH(pOPMAIMH B
KOMIIBIOTEPHBIX CETAX

[1-1 - Onpenenary NOpsAI0K YCTaHOBKU
MIPOrpPaMMHOT0 00ECIIEUEHUs C 1IEIbIO
coOroieHns TpeOOBaHUH TI0 3aIIHUTe
nHpopmaun

I1-2 - KonTponupoBath co0oieHue
TpeOoBaHU MO 3aIuTe UH(OPMAIMU TIPU
yCTaHOBKE ITPOrPaMMHOI0 0OeceyeHus,
BKJIIOYas aHTUBHUPYCHOE IIPOrpaMMHOE
obecrieueHue




I1-3 - BemonsaTe pa3paboTKy TpeOoBaHUil K
napamMeTpaM Cpe/ICTB aHTUBUPYCHOM 3aIUTHI
U1 KOPPEKTHOM paboThI MPOrpaMMHOTO

obecrieyeHnst
Mertons! orteakn | [1K-14 - Cnocoben 3-1 - OnucaTh NPUHIMUIIBI TOCTPOCHUS
0e30MacHOCTH OLICHUBATh YPOBEHb AHTUBUPYCHOTO MPOrPaMMHOTO OOeCTieueHus
KOMITBIOTEPHBIX 0€e30IMacHOCTH

3-2 - Caoenatb 0030p OCHOBHBIX CPEICTB U
CHCTEM KOMITBIOTEPHBIX CUCTEM U

. METOIOB aHAJIW3a MPOrPAMMHBIX pean3aluit
ceTel, B TOM YHuCJe B

COOTBETCTBUH C 3-3 - OnmcaTh HOPMATUBHBIE IPABOBHIE AKTHI B
HOPMAaTUBHBIMH H o0acTu 3amuThl HHGOPMaLIUU
KOpHIOpaTUBHLIMU

3-4 - OnucaTh pyKOBOJAIINE U METOJAMYECKUE
JOKYMEHTHI YIIOTHOMOYEHHBIX (pereparbHbIX
OpraHOB UCIOJIHUTEILHOMN BJIACTH MO 3allUTe
uHpopMauu

TpeOOBaHUSAMU

V-1 - AHanu3upoBaTh yrpo3bl 6€30MaCHOCTH
“H(pOpMaIUK MPOTPAMMHOTO 00ECTICUCHHSI

V-2 - ®opmynupoBaTh npaBuiia 6€30nacHoi
HKCIUTyaTalluy MPOrpaMMHOI0 00ecTedeHus

V-3 - AHanu3upoBath QyHKIIMOHUPOBAHUE
MIPOrPaMMHOT0 OOECIIEUEHUS C 1IEIIbIO
oTpeziesIeHUs] BO3MOKHOTO BPETOHOCHOTO
BO3JICUCTBUA

I1-1 - Onpenenars cocraB NIPUMEHSEMbIX
IPOrpaMMHO-aINapaTHBIX CPEJCTB 3aALIUThI
MHOPMAIIUU B ONIEPALMOHHBIX CUCTEMAX

I1-2 - Onpenenars NOPSAOK NPUMEHEHUSI
IIPOrpaMMHO-AIIAPATHBIX CPEICTB 3aAIUTHI
nH(pOpMalMU B ONEPALIMOHHBIX CUCTEMAX

I1-3 - UmeTh NpakTU4YECKUN OTIBIT
(dbopmMHpoBaHHUs 11a0JIOHOB YCTAHOBKU
IIPOrpaMMHO-AIIAaPATHBIX CPEICTB 3aILUThI
MHGOPMAIIUU B ONIEPALTUOHHBIX CUCTEMAX

[1-4 - Onpenenats KOHGUTYPAITHIO
MIPOTrpaMMHO-AMNapaTHBIX CPEJICTB 3aAIIUTHI
nH(pOpMaIIUU B ONEPAITMOHHBIX CUCTEMAX

1.5. ®opma odyuenus
OOyueHnue 1o JTUCUUIUITMHAM MOYJISI MOKET OCYLIECTBIIATHCSA B OYHOM M OUHO-3204HON (hopMax.




PABOYASA TPOI'PAMMA JTUCHUIIJINHBI

AJIMUHUCTPUPOBAHME CPEACTB 3AIUTHI
HH(OPMANU B KOMIIbIOTEPHBIX CHCTEMAX U

CEeTHX

Pabouas nporpamMmma IUCHUILIMHBI COCTABJICHA aBTOPAMM:

Yuyenas creneHb Hoapasaenenue
Ne i/ | ®amuausa Ums OTyecTBO > | JI0JKHOCTH P
Y4YeHoe 3BaHHe
1 3oa0T1eIX Makcum KaHAUIaT Jouent Y4eOHO-HaYIHBIH
OneroBuu TEXHUYECKUX HayYK, HEHTP
0e3 y4eHoro “NHdpopManimonna
3BaHUSA s 6€301acCHOCTh”
2 Kyn Jmutpuit 0e3 yueHo Crapmuit VY4eOHO-Hay4HbII
Bnagumuposuu cTerneHu, 6e3 npernojaBaTe LEHTP
YYEHOTO 3BaHUS b “NudopmarnmonHa
s 6€30MacHOCTh”
3 ITonomapena Omnbra KaHaugatT Jlouent YueOHO-HayIHBIH
AJnexceeBHa TEXHUYECKUX HAYK, HEHTP
0e3 y4eHoro “Nudopmarmonna
3BaHUA s 6€30MacHOCTh”
4 [Topmnes Cepreit 1.T.H, ipodeccop IUPEKTOP YHII b
Bragumuposud YuyebHo-
Hay4YHOTO
LEHTpa
"Undopmann
OHHast
0e30macHOCT
B"

PexomeHn10BaHO yueOHO-MeETOAMYECKHM COBETOM MHCTHTYTAa PannosnexkTpoHUKH U HMH(OPMAIMOHHBIX
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1. COAEP KAHUE U OCOBEHHOCTHU PEAIM3AIIUU JUCTIAITJIMHBI
ABTOpBI:

e 3oaorbix Makcum Ogerosuy, /louent, YuedHo-HayuHbIi neHTp "UHpopmanuonnas
0e3omacHOCTB”

e Kyn Imutpuii Bnagumuposuy, Ctapmmuii npenogasaresib, Y 4e0OHO-HAYYHBIH LEHTP
"UndopmannoHHasi 6€30aCHOCTh”

e [Ilonomapena Ouibra AJjiekceeBHa, /loneHT, YueOHO-HayuHbIi neHTP "UHpopMannoHHas
0e3omacHOCTB”

e [lopmnes Cepreit Biagumuposuy, 1MpeKTop Y4eOHO-Hay4yHOro uenrpa "UHpopmannonnas
oe3zonacnoctn'", YHII Ub

1.1. TexHoornu peanu3anum, MCNOJIb3yeMble IPU U3YYEHUH IMCIHUILIMHBI MOLYJISI

- Tpaaummonnas (penpoIyKTUBHAs ) TEXHOJIOTUS
— PasHoypoBHeBoe (nuddepeHunpoBanHoe) o0yueHne
o ba3oBsll ypoBeHB

*Bazoewiti [ yposenb — coxpamnsiem JO2UKY CAMOU HAYKU U NO360Jsem NOLYYUMb YAPOUWEHHOe, HO 6€PHOe U NOIHOe

npedcmasienue o npeomenie OUCYURIUNbL, mpebyem 3Hanue CUchmembl ROHSAMUL, yMeHue peuiams npobniemusie cumyayuu. OceoeHue
OaHHO20 YPOBHS pe3yibmamos 00yueHust 00JHCHO obecneyums (GopMuposane 3aniaHupOBAHHbIX KOMNEMEHYU U NO3601UM
06yuarOwemycs Ha MUHUMATLHOM YPOBHE CAMOCMOSIMENbHOCMU U OMBEMCMEEHHOCMU GbINOIHMb 3A0AHUSL,
IIpoosunymuiii Il yposenv — yenybnsem u obocawjaem 6a308blil YPOBEHb KAK NO COOEPICAHUIO, MAK U NO 21youHe npopabomxu
Mamepuana OUCYUNIUHbL. IMo NPOUCXOOUM 30 CYem 6KII0UeHUs OONOIHUMENbHOU unpopmayuu. JJannblii ypogeHs mpebyem yMeHus.
pewams npodembvl 8 PAMKAX KYPCA U CMEICHBIX KYPCO8 ROCPEOCBOM CAMOCMOAMENbHOU NOCMAHOBKU Yelu U 8b160pa NPocpammbl
Oeticmeuil. Ocgoenue 0aHHO20 YPOBHS Pe3VIbManos 00yueHUs NO360IUM 0OYUAIOWEMYCS HOBLICUMD YPOBEHb CAMOCHOSMENTbHOCU
U OMBEMCMEEHHOCIU 00 MBOPUECKO20 NPUMEHEHUSL 3HAHUT U YMEHU.

1.2. Copep:xkanue TUCHUNIMHBI

Tabmuua 1.1

Kon
Pasnen, Tema
pazaea, HCIHILIHHBI Conepxanue

TEMbI

BecnipoBoanbie cetn nepenaun uHbGopMmanuu. VIcTopust 1 OCHOBHEIC
noHsTad. KpaTkuii 9KkcKypc B HCTOPHIO OECIIPOBOAHON CBSI3H.
OcHosHble Tepmunbl 1 oHATHA. Ctannapt IEEE 802.11.CereBas
apxurtekTypa. IlocTaHoBKa 3a1auu pacnpenesieHHoi 00paboTKu
nanHbix. Knaccugukauus cereii mo cnocobam pacnpeneneHus
OCHOBBI IOCTPOCHHUS JAHHBIX, CPABHUTEJbHAS XapAKTEPUCTUKA PA3JIMUHBIX THIIOB CETEH.
OCCIIPOBOHBIX CETEH OcHoOBHI opranuzanuy 1 GyHKIMoOHUpoBaHus ceteil. OCHOBHBIC
CEeTEBbIE€ CTaHAAPTHI U MPOTOKOIbI. CeTeBble ONepaluOHHbIE
cucrembl. Cpe/icTBa B3aUMOJICHCTBUS MIPOIIECCOB B CETSAX.
Pacnpenenennast 06paboTka nH(MOpPMALIUU B CUCTEMaX KIUEHT-
cepBep, OAHOPAHTOBEIE CETH, JIOKAJIbHBIE U TI100aIbHbIE CETH.
HeonnoponHbie BBIYUCIUTENBHBIE CETH.

Tunoskie yrpo3bl ceTeBoit Oe3onacHocTH. OCHOBBI KJIacCU(pUKAITUU
T — CEeTEBBIX YIpo3 U atak. [IpuMepbl TUMIOBBIX aTak U PEeKOMEHIAluU
2 6e3011aCHOCTH B GECTPOBOAHBIX | 1O MOCTPOCHHIO CHCTEM 3allUThL. BiusHue 4enoBedeckoro

ceTsix (akTopa Ha ceTeByI0 0€30MacHOCTb. 3aIINTa TOMOJOTHH CETH.
MapmpyTu3aTopsl, MexceTeBble 3kpaHbl (MD). OCHOBHEIE
MEXaHU3MBI TpuMeHeHus MO, AGoHeHTCKoe mH(poBaHLe.




BuptyanpHble YacTHBIE CETH. 3aIliTa CeTeBOT0 Tpaduka u
KOMITOHEHTOB ceTH. 3amiuTa KoMImoHeHToB ceTu ot HC/I.
Be3omnacHoCTh pecypcoB ceTH: CpeACTBa UACHTU(UKAIIUY U
ayTCHTU(HUKAIIUH, METOJIbI PA3/ICICHHUS PECYPCOB U TEXHOJIOTUU
pa3rpaHUYeHUs AOCTyMa. DIIEKTPOHHAs IU(POBast MOAMUCH U
naketHoe mudpoBanue. Kpunrorpaduuecknue ceTeBbIe MPOTOKOIIBL.
Ynupasnenue kimtouamu. CpeacTBa MOBBIIICHUS HAICKHOCTH
¢dbyakuonupoBanus Ceteil. 3ammra oT cO0EB NMEKTPOITUTAHHUSA,
anmapaTHOTO M MPOTrpaMMHOTO obecriedenns. KoHTpoms u
pacnpezie/icHHe Harpy3Ky Ha BHIYMCIUTEIBHYIO CETh.
PernaMenTupyrolye J0KyMEHTHI B 00J1aCTH 0€301MacHOCTH
BBIUMCIIUTENBHBIX ceTei. CTaHmaapThl 0€30MacHOCTH
BBIYHCIUTEIBHBIX CETEH U UX KOMIOHEHTOB. [IpaBoBEIC OCHOBEI
3aIUTHl THPOPMAIIHH B CETSIX.

IIpoexTupoBanue
3aIUIICHHBIX 0€CITPOBOIHBIX
ceTell

ITonutuka 0e30MacHOCTH

HOHHTI/IG ITIOJIUTUKHU 6630HaCHOCTI/I. TI/IHOBI)IC B3JICMCHTHI ITOJIUTUKHN
6e3omacHocTH. PekoMeHIaIUH MO TOCTPOEHHUIO TIOTHTHKY
6e3onacuocti. OCHOBHBIE IIATH [0 PEATM3AINH TOJTUTHKA
6e3onacuoctu. ITognepkanue v MOTUPHUKAINS TOTATHKH
0e30IMacHOCTH.

Kpurepun onenku 6e3onacnoctu ceteBbix OC

OcCHOBHbIE KpUTEPUHU aHalIu3a ceTeBoi Oe3onmacHocTH. O0mas
npolexypa aHanu3a. MeToanka noroToBK1 3KCIEPTHOTO
3aKJIIFOUYCHUS.

AHanu3 yrpos, ysI3BUMOCTEH U aTak.

Kiraccuduxkaris 6ecipoBOAHBIX CHCTEM, aHATN3 COCTaBa M apXH-
TEeKTypHBIX ocoOeHHocTeil mocTpoenus bC, nzydenne
(YHKIMOHANBHBIX 0COOEHHOCTEN COBpeMeHHbIX cTannapToB bC,
MIPOEKTHPOBaHKE crcTeMbl HH(opMannonHoi 6e3onacHocti BC Ha
OCHOBE MOJICTTMPOBAHUS KIIIOUE- BBIX MPOLIECCOB P MOMOIIN
ammapara aHaJn3a PUCKOB.

MeTtobl 1 aIrOPUTMBI
MIPOTHO3UPOBAHUS
a¢dexkruBHOCTH 3a1UTHl BC

AHanu3 yrpos, ysI3BUMOCTEH U aTak.

Knaccudukanms 6ecipoBOAHBIX CUCTEM, aHAIN3 COCTaBa U
ApPXUTEKTYPHBIX 0cOOeHHOCTEH ocTpoeHus bC, n3yuenue
(hyHKIIMOHATHHBIX 0COOCHHOCTEH COBPEMEHHBIX cTaHmapToB bC,
MIPOEKTHPOBAaHUE CHCTEMBI HHpOpMaIoHHON 6e3omacHocTy bC Ha
OCHOBE MOJICTTMPOBAHUS KIIFOYEBBIX TPOILIECCOB IPH TOMOIIU
anrmapara aHaJin3a PUCKOB.

AHanmu3 BO3MOXKHBIX CIICHAPHUEB aTak.

ITocTanoBka 3ama4un oreHKH 3PPEKTUBHOCTH HAOOPOB CPEACTB
3alUTHI OECIIPOBOIHBIX CETEH.

Puck-anann3 6ecipoBogHBIX ceTeil Pa3paboTka prcK-11aHe MOIEH
KOMITOHEHTOB O€CTIPOBOIHBIX ceTell rpynmsl ctanaapToB IEEE
802.11.Ananus 3¢ peKTHBHOCTH.




Ornenka 3(pPEeKTUBHOCTH CUCTEMBI 00eCTIeueHHUsT Oe30TaCHOCTH
OecripoBoAHBIX ceTe rpynmbl crangapTos IEEE
802.11.MexaHHU3MBI yIIpaBIEeHUS

Opranuzanys 1 ynpaBieHne YKCIEPTHOW CUCTEMOI TS OTICHKH
OCHOBHBIX ITOKA3aTeJICH 3alUIIEHHOCTH OSCITPOBOTHON CETH
OnTuMu3anys BEIOOpa MEP U CPEACTB 3aALIUTHI

Metonnieckuii oaX0A K ONTUMH3ALUHI BEIOOpA MEP U CPEJICTB
3amuThl 6ecpoBOAHBIX ceter rpymmbl cranaapToB IEEE 802.11

1.3. HaHpaBHeHI/IC, BHUbI BOCITUTATEIbHOM ACATCIIbBHOCTHU U UCII0JIb3YCMbIC TCXHOJIOTHHU

Tabmuma 1.2
Hamnpasinenu Bu
arpasie eu A . Texnonorus PesvIILTATEL
BOCIIUTATENBHON | BOCIMTATENBHON | pooromoroo oo KoMIeTe s 6}’
NEITEILHOCTU NEITEILHOCTHU NeATeTbHOCTH O0y4CHMA
I1K-12 - Cnocoben I1-2 - Beinonusats
aIMUHHCTPUPOBATH | pabOTHI
I[eJICHAIIPaBICHHA
CpEeJICTBA 3aIUTHI JIMKBUJALINA
s pabora c
. uHpOpMaLuu B 00Hapy>KEHHOTO
uHpopmManuei TexHonorus
[Mpodeccronansu .. | KOMITBIOTEPHBIX BPEIOHOCHOTO
JUTSt CaMOCTOSTEIHLHON
0€ BOCIIUTaHUE CHCTEMAX U CETIX MIPOrPaMMHOTO
MCIIOJIb30BaHUs B | pabOThI
obecrieyeHus U
MIPAKTUICCKIX N
IIOCJIEACTBHI €ro
HEIIX
(GyHKIMOHUPOBAHU
P’

1.4. IIporpaMMa AUCHMIIIIMHBI PEATIU3YETCS Ha FOCYAapCTBEHHOM si3blke Poccuiickoil @enepanui .

2. YHEBHO-METOJUYECKOE U UTH®OOPMAIIMOHHOE OBECIIEYEHHUE JUCHUIIJINHBI
AIMHUHUCTPHPOBAHHE CPEICTB 3alUTHI HHPOPMALMH B KOMIIBIOTEPHBIX CHCTEMAaX U CeTAX

DJIeKTPOHHBIE pecypchbl (M31aHMSA)

1., Cunanckwuii, , H. W.; CereBas 3ammra Ha 6a3ze TexHonoruii pupmsl Cisco Systems. [Ipaktudaeckuit Kypce :
yueOHOe Tocobue.; Ypanbckuii ¢denepanpHbiii  yHUBepcuter, ObC ACB, ExkartepunOypr; 2014;
http://www.iprbookshop.ru/65983.html (3nekTpoHHOE U3TAHUE)

IleuaTHBIE M3TaHUS

1. Oyxan, E. U., Cunanckuii, H. U., Xopekos, /. A., TI'aiinamakun, H. A.; [IpumeHenue mporpamMmmHo-
arnmapaTHBIX CPEACTB 3alIUThl KOMIBIOTEPHOW HMH(pOpManuu : yuyeOHOE MOocoOHue M CTYIACHTOB BY30B,
oOyuaromuxcs no cnenuansHoctsm 090102, 090105, 090106.; YI'TY-VIIU, ExarepunOypr; 2008 (30 5k3.)

2. Nyxan, E. U., Cunanckuii, H. U., Xopekos, /1. A., l'aiinamakun, H. A.; IIlpumeHenue nporpaMMmHO-
anmapaTHBIX CPEJCTB 3alIUThl KOMIBIOTEPHONW WHGpOpMaluu : ydyeOHoe MmocoOue sl CTYACHTOB BY30B,
oOyuatomuxcs no crnenuansHocTsM 090102 - "KommeiorepHas 6e3omacHocts", 090105 - "KommiuekcHoe
obecrieueHne  WHGOPMAIMOHHONW  0O€30MacHOCTH  aBTOMATU3WpoBaHHBIX  cucteM'....; YITY-VIIU,
ExatepunOypr; 2007 (15 3x3.)



3., Aunponuuk, A. H., borganos, B. B., Jlomyxosckuii, H. A., Komepos, A. C., Cunanckuii, H. ., XopbkoB,
. A., lllep6akos, M. 10.; 3amura nHbOpMAK B KOMIBIOTEPHBIX ceTAX. [IpakTuueckuii Kypc : ydeOHOE
nmocoOue JJisi CTYJIEHTOB BY30B, oOy4Jaroruxcs 1o crienuainbHocTsIM 090102 - "KomnbsroTepHast 6€301macHOCTB ",
090105 - "KommuekcHoe obecrieueHne WH(POPMAIMOHHON O€30MacHOCTH aBTOMATHU3MPOBAHHBIX CHCTEM',
090106 - "NudopmarmonHast 6€301MacHOCTh TeIeKOMMYHUKAITMOHHBIX cucteM".; YI'TY-VIIU, ExarepunOypr;
2008 (1 2x3.)

IpodeccnonanbHbie 6a3bl JAHHBIX, HH(POPMAIIHOHHO-CIIPABOYHbIE CHCTEMbI
MunucrepcTBo 00pazoBanus U Hayku Poccuiickoit @enepanuu (http:muHoOpHAYKH.PD).

®enepanbubiii moptan _Poccuiickoe oopazoBanue (http:www.edu.ru).

Marepuans qias auiy ¢ OB3

Bece kontent OBC mpencraBieH B Buzae (ailioB crenuanbHOro (opmara i BOCHPOM3BEICHUS
CHUHTE3aTOPOM PEUH, a TAKXKE B TECTOBOM BUJIE, IPUTOTHOM JUIS IPOYTEHUS C UCIIOJIb30BAHUEM SKPAHHOM Ty TIbI
Y HaCTPOUKOM KOHTPACTHOCTH.

Ba3bl 1aHHBIX, THPOPMALMOHHO-CIIPABOYHBIE U MOHCKOBBIE CHCTEMBbI
00O Hayunas snextponnas 6ubmauoreka (http:elibrary.ru).
3onanpHast HayuHas oubnuoreka YpdY (http:lib.urfu.ru).

DneKTpoHHBIN HayuHbIN apxuB YpDV (https:elar.urfu.ru).

3. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI
AIMHUHUCTPUPOBAHHE CPEICTB 3alUTHI HHPOPMALMU B KOMIILIOTEPHBIX CHCTEMAaX U CEeTAX

Caenennst 00 OCHAIICHHOCTH JHCHHUILUINHBI CIEUATH3HPOBAHHBIM M J1a00pPaTOPHBIM
o0opyaoBaHNeM H IPOrPaMMHBIM o0ecredYeHneM

Tabauma 3.1
Ne Buabl 3ansaTnii OcHaIEHHOCTH CNEeNHAJTBHBIX Ilepeyenb JMLEH3HOHHOTO
n/n NoMelleHui U oMeleHu i 1S NPOrpaMMHOIo odecnedeHust
CaMOCTOATEIbHOI padoThI
1 JlaGopaTtopHubie Mebenb ayauTopHast ¢ Microsoft Windows 8.1 Pro 64-bit
3aHATUS KOJIMYECTBOM pabo4HX MECT B RUS OLP NL Acdmc
COOTBETCTBHU C KOJJMYECTBOM

Office Professional 2003 Win32

CTYJICHTOB Russian CD-ROM

Pabouee mecto npemnonaBarens
Jlocka aynuropHas
[Tepudepuiinoe ycTpoicTBO

[TepconanbHble KOMIBIOTEPHI IO
KOJINYECTBY 0OYYaIOLINXCS

O6opynoBanue,
COOTBETCTBYIOIIIEE TPEOOBAHUSAM




OpraHu3aluu yueOHoro
IpOLIECCca B COOTBETCTBUH C
CaHUTAPHBIMHU TPaBHIIAMHU H
HOpMaMH

IToagxnrouenue x ceru HTEpHET

Jlexmmm

MebGenb ayauTopHast ¢
KOJIMYECTBOM pabOUnX MECT B
COOTBETCTBHUH C KOJUIECCTBOM
CTY/ZICHTOB

PaGouee mecto mpemnomaBarens
Jocka aynuropHas
[Tepudepuiinoe ycTpoiicTBo

ObopynoBanue,
COOTBETCTBYIOIIEE TPEOOBAHUSAM
OpraHu3aIH yueOHOTO
nporiecca B COOTBETCTBHHU C
CaHUTAPHBIMHU TPABUJIAMHU H
HOpMaMH

[Tonkmrouenne k cetn HTEpHET

Microsoft Windows 8.1 Pro 64-bit
RUS OLP NL Acdmc

Office Professional 2003 Win32
Russian CD-ROM

Tekymui KOHTPOJIb U

Meb6enb ayauTopHast ¢

Microsoft Windows 8.1 Pro 64-bit

IIPOMEXYTOYHAs KOJINYECTBOM pabOunX MECT B RUS OLP NL Acdme
aTTecTanus COOTBETCTBHUH C KOJUIECTBOM ) )
CTyIeHTOB Office Professional 2003 Win32
Russian CD-ROM
Pabouee mecto mpenogaBaTens
[TepconanbHbIe KOMIBIOTEPHI IO
KOJINYECTBY 00YYaIOLINXCS
[Tonkmtouenue k cetn MaTEepHET
CamocTosTenbHast [Tepconanbuble koMnbioTepsl o | Microsoft Windows 8.1 Pro 64-bit

paboTa CTyZCHTOB

KOJINYECTBY 0OYYaIOLINXCS

[Toagxmrouenue k cetn HTEpHET

RUS OLP NL Acdmc

Office Professional 2003 Win32
Russian CD-ROM




PABOYASA ITPOTPAMMA JUCHUITJIMHBI
MeToabl OLleHKH 0€30MaCHOCTH
KOMIIBIOTEPHBIX CHCTEM

Paboyas nporpamMma TUCHMIUIUHBI COCTABJICHA aBTOPAMU:

Yyenas creneHnb IMoapa3znenenune
Nen/m | @amuans Umsa OtyecTBO > | JI0JIZKHOCTH P
yueHoe 3BaHHue
1 I'nonnmnana Poman KaHaugaT Jlouent YueOHO-HayIHBIH
Bianumupouy TEXHUYECKUX HAYK, HEHTP
0e3 y4eHoro “NudopmarnmonHa
3BaHUSA st 6€301MacHOCTh”
2 Ky Imurtpuit 6e3 yueHoi Crapmunit Y4eOHO-Hay4HBIH
Brnagumupoud cTerneHu, 0e3 MpenoaaBaTe LIEHTP
YEHOT'0 3BaHUs JIb “NudopmalinoHHa
y pMall
s1 0€3011acCHOCTD”
3 [Tonomapena Ombra KaHau1at HoueHt Y4eOHO-HAyIHBII
AJlekceeBHa TEXHUYECKUX HaYK, HEHTP
0e3 y4eHoro “UurdopmaninoHHa
y Y
3BaHUS s1 6€301acCHOCTh
4 [Topmnes Cepreit 1.T.H, ipodeccop TIAPEKTOP VYHI[ b
Branumuposuy YuebHo-
Hay4YHOTO
IeHTpa
"Unrdopmarm
OHHas
0e30I1acHOCT
L"

PexoMeHg0BaHO y‘-lQﬁHO-MeTOZ[I/I'{eCKI/IM COB€TOM HMHCTHUTYTa PaIII/IOBJIeKTPOHI/IKI/I )51 I/IH(I)OpMaI_II/IOHHI:JX

TexXHOoJIOTUH - PTOD

ITpotokon Ne 6 ot 26.05.2023 .




1. COAEP KAHUE U OCOBEHHOCTHU PEAIM3AIIUU JUCTIAITJIMHBI
ABTOpBI:

e T'uounnunaa Poman Baagumuposud, louent, YueoHo-uHayunblii nuentp "Undopmanunonnasn
0e3omacHoOCTL”

e Kyn Imutpuii Bnagumuposuy, Ctapmmuii npenogasaresib, Y 4e0OHO-HAYYHBIH LEHTP
"UndopmannoHHasi 6€30aCHOCTh”

e [Ilonomapena Ouibra AJjiekceeBHa, /loneHT, YueOHO-HayuHbIi neHTP "UHpopMannoHHas
0e3omacHOCTDL”

e [lopmnes Cepreit Biagumuposuy, 1MpeKTop Y4eOHO-Hay4yHOro uenrpa "UHpopmannonnas
oe3zonacnoctn'", YHII Ub

1.1. TexHoornu peanu3anum, MCNOJIb3yeMble IPU U3YYEHUH IMCIHUILIMHBI MOLYJISI

- Tpaaummonnas (penpoIyKTUBHAs ) TEXHOJIOTUS
— PasHoypoBHeBoe (nuddepeHunpoBanHoe) o0yueHne
o ba3oBsll ypoBeHB

*Bazoewiti [ yposenb — coxpamnsiem JO2UKY CAMOU HAYKU U NO360Jsem NOLYYUMb YAPOUWEHHOe, HO 6€PHOe U NOIHOe

npedcmasienue o npeomenie OUCYURIUNbL, mpebyem 3Hanue CUchmembl ROHSAMUL, yMeHue peuiams npobniemusie cumyayuu. OceoeHue
OaHHO20 YPOBHS pe3yibmamos 00yueHust 00JHCHO obecneyums (GopMuposane 3aniaHupOBAHHbIX KOMNEMEHYU U NO3601UM
06yuarOwemycs Ha MUHUMATLHOM YPOBHE CAMOCMOSIMENbHOCMU U OMBEMCMEEHHOCMU GbINOIHMb 3A0AHUSL,
IIpoosunymuiii Il yposenv — yenybnsem u obocawjaem 6a308blil YPOBEHb KAK NO COOEPICAHUIO, MAK U NO 21youHe npopabomxu
Mamepuana OUCYUNIUHbL. IMo NPOUCXOOUM 30 CYem 6KII0UeHUs OONOIHUMENbHOU unpopmayuu. JJannblii ypogeHs mpebyem yMeHus.
pewams npodembvl 8 PAMKAX KYPCA U CMEICHBIX KYPCO8 ROCPEOCBOM CAMOCMOAMENbHOU NOCMAHOBKU Yelu U 8b160pa NPocpammbl
Oeticmeuil. Ocgoenue 0aHHO20 YPOBHS Pe3VIbManos 00yueHUs NO360IUM 0OYUAIOWEMYCS HOBLICUMD YPOBEHb CAMOCHOSMENTbHOCU
U OMBEMCMEEHHOCIU 00 MBOPUECKO20 NPUMEHEHUSL 3HAHUT U YMEHU.

1.2. Copep:xkanue TUCHUNIMHBI

Tabmuua 1.1

Kon
Pasnen, Tema
pazaea, HCIHILIHHBI Conepxanue

TeMbl

OCHOBHBIE MTOHATHUE U TIPEIMETHAS 00J1acTh HH()OPMAIIHOHHOM
oe3onacHoctu (MB), ee MecTo B cucTeMe HAllMOHAILHOM
6e3onacHoctu Poccuiickoit denepannu.

OcobenHocty nHGOPMAIIUU Kak 00bekTa 3amuThl. OCHOBHBIC
CBOMCTBA U BUJIBI 3aIuIIaeMoi nHdpopMaruu. VICTOUHUKY U
HOCHTEIH 3aiuinaeMoi napopmaruu. Pois yenopeueckoro
(hakropa B mHPOpManmoHHOH cucteMe Kiraccudukanus kateropuit
ITOJIL30BATEINICH M IPYTHX JIUI] 110 X BIUSHUIO HA 0€30MaCHOCTh
KOMITBIOTEpHO# nH(opMaruu. ColuarbHO-TICHXOIOTHYECKUH
MOPTPET XaKepa.

TeopeTnyeckre OCHOBBI
KOMITBIOTEPHOW 6€30I1aCHOCTH

Ananmm3 u knaccudukanys yrpo3 b, Bunsr ymep6a ot
peann30BaBUIMXCS YTPO3 U €ro nocieactsus. OCHOBHbIE
HanpasiieH!sI ”HPOPMaIMOHHOH 3auuThl. Cuilbl, CpeAcTBa U
METOBI U o0ecriedeHIs HHPOPMAITHOHHOW 0€30MTaCHOCTH
00BEKTOB.

[Tonutrka nHGOPMATMOHHOM 0e301macHOCTH. CUCTEMBI
OrpaHUYCHHA U pa3rpaHUYCHUA NOCTYIIa K 3allIUIIAEMBbIM JaHHBIM.




OcHOBHBIE MO/IETH pa3rpanudenus goctyna. [lonntuka
pasrpaHUYeHus AOCTyIIa.

Kpunrorpapuueckue MeToabl
3aIMThl HHPOpMaIUN

OCHOBHBIE TOHATHUS KPUNTOTPa(UU: aJrOPUTMBI U KIIIOUH
mmdpoBaHust; npocTeimue mMudps 1 UX CBOWCTBA: MH(PHI
MIPOCTON 3aMEHBI, IEPECTAHOBKH, TAMMHUPOBaHUS; TEOPEMA
IllerHOHAa; OITOKOBBIC M IIOTOKOBBIC MU PHI; COBPEMEHHBIC
CTaHIAPTHI MU(PPOBAHUS; aTaKH HA KPUIITOCHCTEMY;
TEOpeTUIECcKas U MPaKTHUECKasi KPUIITOCTOUKOCTD MHU(POB;
HMHUTOCTOMKOCTD U IIOMEX0YCTOWYMBOCTD MU PoB. [IpHHIHITEI
MOCTPOCHUS KPUNITOTpaQUUIECKUX aJTOPUTMOB C OTKPBITHIMH
kimouamu. CpaBHUTENbHAS XapaKTEPUCTHKA CUCTEM
CUMMETPUYHOTO U HECUMMETPUYHOTO MH(POBaHUS. AJITOPUTMEI
DES u I'OCT 28147-89; acuMMETpUYHbIE KPUITOCUCTEMBI C
OTKPBITHIMH KJIIOYaMH; TIOHATHE HEOOPATUMBIX M OTHOCTOPOHHUX
(hyHKIHI; cXxema OTKPBITOTO pacipenenenus kiouen Auddu-
Xennmana; crannapThl GyHKIUH xammposanus Poccun n CHIA.

OnexkrporHas noamuck (3I1); cnocoos! opranuzanuu Jl1;
ayTeHTU(HUKAIU COOOIIEHNH 1 MOJIb30BaTeNel B COBPEMEHHBIX
cucTeMax MH()OPMAIMOHHBIX TEXHOJOTUH Ha O6a3ze OII;
npumeHenune xam-pynkuuii B cxemax DI, Crangapter D11 Poccun
u CIIA.

Oco0eHHOCTH amnmapaTHOW U MPOrpaMMHON peann3anun
COBpeMEHHBIX kKpuntocucteM. CpencTBa mudpoBaHus,
MpeJoCTaBIsieMble TPUKIIAIHBIMHU IPOTPaMMaMK O(HCHOTO TTaKeTa

[IporpammHo-anmapaTHbie
cpeacTBa obecneueHust
nH()OpMaITHOHHON
0€30ITacHOCTH

MeToapl ¥ CpeICTBA OTPAaHNYCHHS TOCTYIIA K KOMIIOHEeHTaM DBM
" BXO4a B CUCTEMY, METO/IbI U CPCACTBA IPHUBA3ZKHU IIPOrpaMMHOTI0O
o0ecrieueHus K armapaTHOMY OKPY)KCHHUIO U (PU3NUCCKUM
HOCHUTCJIAAIM; KOHTPOJIb HECJIOCTHOCTH ITPOrpaMMHOTO O6€CHCLICHI/I$I u
anmnapaTypbl; WICHTUDUKAIUS TT0JIh30BATENICH, TPOrPaMMHO-
anmapaTHbIe METO/BI Ay TeHTU(DUKAIUY JIMYHOCTH TTOJIb30BaTENCH,
MapOJIbHBIE CUCTEMBI. 3allIUTa Ha BXOJl B KOMITBIOTEPHYIO CUCTEMY
cpenctBamu BIOS; HacTpoiiku mapaMeTpoB 0€30MIaCHOCTH U
onTuMH3aIUI pecypcoB B CMOS-mmaMsTu.

3amuTa nHGOPMAIIMU Ha MAIIMHHBIX HOCUTEIsIX. [IpoOmemMsbr
XpaHEeHUs TaHHBIX, UX CONEep)KaHUe W MPUYHUHBI BOSHUKHOBEHUSI.
Jlorngeckas opranu3amnus TMCKOBOTO MpocTpancTBa. Oomme
XapaKTepUCTUKHU (PaHIIOBBIX CHCTEM C TOUKH 3pEHUS
nH(pOpMaIMOHHOM Oe3omacHocT. O0ecneueHue 3aIlnuThI
KOMITBIOTEPHOM HHPOPMAIMK Ha MAIIMHHBIX HOCUTEISX.
SamuieHnsle (aiaoBbie CHCTEMBI. ABTOMAaTHYECKOE H PYUYHOE
BOCCTaHOBJICHHE CICTEMHOW WH(OPMAIUH, yIaJICHHBIX U
WCTIOPYEHHBIX JTaHHBIX, eeKTHBIX HOCUTENel. BoccTaHoBIeHNE
nH(popMaIun ¢ pe3epBHBIX Konwid. [IpodmmakTrnka MarHUTHRIX
HocuTene u daitnooit cucremsl [I9BM. Bunsr u crpaterun
pe3epBUPOBaHUS KOMITBIOTEpHOI mHpopMaluu. Mcronb30Banme
CTaHJIapPTHBIX MPOTrpaMM-apXHUBAaTOPOB I PE3EPBUPOBAHUS
nHpopmarun. OTKa30ycTONYHUBEIC JUCKOBBIE KOH(MUTYpaIin
(RAID). Texnonorus RAID, pe3epBupoBanue, KilacTepu3alusl.




YTpo3bl, CBA3aHHBIE C BO3MOKHBIMHU aTaKaMH C TEJTBI0
OCYIIECTBJICHHS HECAHKITMOHNPOBAHHOTO A0CTymna. Opranu3aus
3alUIIEHHBIX KOMIBIOTEPHBIX cucTeM Ha 0a3ze OC Windows XP.
TecTupoBaHue COCTOSHUS 3AIUIIEHHOCTH KOMITBIOTEPHBIX CHCTEM
OT HECAHKIIMOHUPOBAHHOTO IOCTYMAa. AyIUT JOKAJIBHON CUCTEMBI;
HACTpoOiiKka u mpocMoTp ayauta. O01acTh ASHCTBUS HACTPOCK
aymuta. CpejicTBa MOHUTOPUHTA U ONITUMH3AINH paboueit
craanuu. [IpegoTepamenne cooes B padore B OC.

AHTUBUpYCHAs 3amuTa
KOMIIBIOTEPHBIX CHCTEM

AHTHUBUpPYCHas 3aII1uTa KOMITBIOTEPHBIX cucteM. Kinaccudukanus n
BO3MOHOCTH BPEJIOHOCHBIX ITporpaMMm. Mepbl aHTUBUPYCHOM
HpO(bI/I.HaKTI/IKI/I 1 YMCHBUICHUA HOCJ’IGZICTBI/Iﬁ BHUPYCHBIX aTak.
OOHapy>xeHHe U y1aleHUe KOMITBIOTEPHBIX BUPYCOB: METOIBI U
AHTUBUPYCHBIE CpelcTBa. IIpu3Haku qeiCTBUS IPOrPAMMHBIX
3aKJIaJIOK U CIIOCOOBI X BBISBIICHMUSI.

1.3. HanpaBnenue, BUibl BOCIUTATEILHOM JEATEIIBHOCTH U UCIIOIb3YEMbIE TEXHOJIOT MU

Tabnuma 1.2
Hanpasnenu Bu
paBjicHuC . a . TexHnonorus PesvILTATEL
BOCIIUTATEIBHON | BOCHHMTATENBHOM | poopiroroo oo KoMIIeTe IS o6yquH;1
eI TEIbHOCTH NEeSITeIbHOCTH NeATENbHOCTH y
[1K-14 - Cnocoben I1-3 - UmeTth
OIICHUBATh YPOBEHb | MIPAKTUICCKHIMA
Texnonorus 0e30MmacHOCTH OTIBIT
1eJIeHaIlpaBIeHHA
aGota ¢ dhopmupoBaHUs KOMIThIOTEPHBIX hopmMupoBaHHs
s T .
P . YBEPEHHOCTH U CUCTEM U ceTell, B 11abJI0HOB
uHdopmaruein
[Ipodeccruonanbu TOTOBHOCTH K TOM YHCJIE B YCTaHOBKH
AJIA .
0€ BOCITUTaHHE CaMOCTOSITENILHOM | COOTBETCTBHH C MIPOrpPaMMHO-
HCIIONIb30BaHUs B .
yCTEIHOM HOPMATUBHBIMH U anmnapaTHBIX
MPAKTHYIECKHUX
npodeccuoHanbH | KOPIOPAaTUBHBIMU CPEICTB 3alIUThI
HEJSIX o
Oif IEATENbHOCTH | TPeOOBAHUSIMHU uH(popMaIuu B
OTIepaIMOHHBIX
cUCTeMax

1.4. IIporpaMMa AUCHMILTUHBI peau3yeTcsl Ha TOCyAapcTBEHHOM si3bike Poccuiickoii @eneparui .

2. YHEBHO-METOJUYECKOE U UTH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJINHBI

MeToabl OLIEHKH 0€30IaCHOCTH KOMIIBIOTEPHBIX CUCTEM

DJIeKTPOHHBIE pecypchbl (M31aHMSA)

1. T'anatenko, B. A., berenuna, B. b.; OcHoBbI nH(pOpManmonHoi 6e3onacHocTH : Kypc nexumii a1 cTy 1IeHTOB
BY30B, oOyuaromuxcs mno crenuanbHoctu 351400 "Tlpuknannas wapopmaruka".; MTHTYUH.PY, Mockga;
2003; www.intuit.ru (DIeKTpOHHOE U3AaHUE)



IleuaTHBIE M3TaHUS

1. EpmakoB, M. I'.; IlpumeHeHHe aHTHBHPYCHBIX Hporpamm s oOecriedeHus HHQPOPMAIMOHHOM
Oe3onmacHOCTH : ydeOHOe Mocobue A CTYJIEHTOB, OOydYaloLIMXCs IO Iporpamme OakajiaBpuara IO
HanpasieHusMm noarorosku 080500 "buznec-ungpopmatuka', 230700 "Ilpuknannas unpopmatuka", 080100
"OxoHomuka".; U3narenscTBo Ypanbckoro yHusepcurera, Exkatepunoypr; 2013 (10 sk3.)

2. Epmakos, . I'.; Moxenu, MeToasl M NporpaMMHoe oOecreueHHe JUIsl MOCTPOCHUS OOBEAMHEHHOTO
Wutepuer/UHTpaneT cepBepa opraHu3anuu, 00ecrednBaonero 0e30macHocTh THPOPMALMOHHBIX PECYPCOB :
JTUC. HAa COMCK. YY€H. CTeM. KauM. ¢u3.-mar. Hayk: 05.13.18. ; ExatepunOypr; 2005 (1 3k3.)

3., Bonkos, A. K.; UHdopMaIimoHHbIE TEXHOJIOTHH (JIsI SKOHOMUCTA) : Yueb. mocobue.; UHOPA-M, Mockaa;
2001 (1 7x3.)

4. ; Teoperuueckne OCHOBBI KOMITBIOTEpHOW Oe3omacHOCTH : ydel. mocoOue Aisi CTYIACHTOB BY30B,
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IIpodeccnonanbHbie 6a3bl JAHHBIX, HH(POPMAIIMOHHO-CIIPABOYHbIE CHCTEMbI
MunuctepcTBo 00pazoBanus U Hayku Poccuiickoit @enepanuu (http:muHoOpHAyKU.pD).

®enepanbhblii mopran _Poccuiickoe oopazoBanue (http:www.edu.ru).

Matrepunansi aas jauy ¢ OB3

Bece kontent OBC mpencraBieH B Bujae (ailioB crenuanbHOro Qgopmara Juis BOCHPOM3BEAECHUS
CHUHTE3aTOPOM PEYH, a TAK)KE B TECTOBOM BUJE, IPUTOAHOM JUIs IPOYTEHUS C UCIIOJIB30BaHUEM YKPAHHOM JTYTIbI
Y HaCTPOUKOM KOHTPACTHOCTH.

Ba3bl JaHHBIX, HHPOPMALHOHHO-CIIPABOYHbIE U MOUCKOBbIE CHCTEMbI
OOO Hayunas snekrponnas 6ubiauoreka (http:elibrary.ru).
3onanpHas HayuHas Oubnuoreka YpdY (http:lib.urfu.ru).

OnexTpoHHbIN HayuHbli apxuB YpDV (https:elar.urfu.ru).

3. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI
Metoabl oneHKH 0€30ACHOCTH KOMIILIOTEPHBIX CHCTEM

Caenennst 00 OCHAIICHHOCTH JHCHUILUIMHBI CIEUATH3HPOBAHHBIM M J1a00pPaTOPHBIM
o0opyroBaHHeM H IPOrPAaMMHBIM o0ecredYeHneM

Tabmuma 3.1



Buapl 3anaTui

OcHaIIEHHOCTH CNeHAJIbHbIX
noMeneHu U MoMeleHui s
CaMOCTOAATEIbHOM PadoThI

IlepeyeHb JIMLIEH3UOHHOTO
MPOrpaMMHOI0 odecneyeHust

Jlexuun

MeGenb aytuTopHas ¢
KOJINYECTBOM pabOuuX MECT B
COOTBETCTBHUH C KOJTUYECTBOM
CTYZCHTOB

Pabouee mecto npenoaasarens
Jocka aynuropHas
[epugepuiinoe ycTpoicTBO

O6opynoBanue,
COOTBETCTBYIOIIEE TPEOOBAHUSIM
OpraHu3alIiy y4eOHOTO
npoiiecca B COOTBETCTBHH C
CaHUTAPHBIMU MIPABUIIAMHU U
HOpMaMu

[Toagxmrouenue k cern IHTEpHET

Microsoft Windows 8.1 Pro 64-bit
RUS OLP NL Acdmc

Office Professional 2003 Win32
Russian CD-ROM

JlaGopaTopHbie
3aHATUS

Mebenb ayquTopHas ¢
KOJIMYECTBOM pabOYHMX MECT B
COOTBETCTBHUU C KOJINYCCTBOM
CTYJICHTOB

Pabouee mecTo mpenogaBaTens
Jocka aymuropHast
[Tepugepuiinoe ycTpoicTBO

[lepcoHanbHbIE KOMIBIOTEPHI 110
KOJIMYECTBY 00yYaromuxcs

O6opynoBanue,
COOTBETCTBYIOIIEE TPEOOBAHUSAM
OpraHu3aIy yueOHOro
IpoLecca B COOTBETCTBUH C
CaHUTAPHBIMU TPABUIIAMU U
HOpMaMH

[Togxmrouenue k cetn HTEpHET

Microsoft Windows 8.1 Pro 64-bit
RUS OLP NL Acdmc

Office Professional 2003 Win32
Russian CD-ROM

Tekymui KOHTPOIIb U
IIPOMEKYTOYHAS
aTTecTanus

MeGenb aytuTopHas ¢
KOJINYECTBOM pabouuX MECT B
COOTBETCTBUH C KOJIMYECTBOM
CTYJEHTOB

Pabouee mecto mpenogaBatens

HepCOHaHLHHe KOMIIBIOTCPHI I10
KOJIMYCCTBY 06yqa}0mnxc;l

ITongxnrouenue x ceru HTEpHET

Microsoft Windows 8.1 Pro 64-bit
RUS OLP NL Acdmc

Office Professional 2003 Win32
Russian CD-ROM




CamocTosiTenpHast
paboTa CTyICHTOB

[Tepudepuiinoe ycTpoiicTBO

HepCOHaHLHHe KOMIIBROTCPEI 110
KOJIMYCCTBY 06yqa}0mnxc;1

ITogxmrouenue x cern HTEpHET

Microsoft Windows 8.1 Pro 64-bit
RUS OLP NL Acdmc

Office Professional 2003 Win32
Russian CD-ROM




PABOYASA TPOI'PAMMA JTUCHUIIJINHBI

Kpunrorpaguyeckne nporoxoabl

Pabouas nporpamMmma IUCHOUILIMHBI COCTABJICHA aBTOPAMMU:

Nen/m | @amuiausg Uma OTdecTBO Yuenas creneus, JloJsKHOCTD Honpasnenenne
Y4YeHoe 3BaHHue
1 AradonoB Anekceit KaHIuaaT JlonieHT Y4eOHO-HAYyIHBII
Bragumuposud TEXHUYECKUX HAYK, HEHTP
0e3 ydeHoro "Undopmanronnas
3BaHUSA 0e30MacHOCTb"
2 [Tonomapesa Ombra KaHAuJaT HoueHt YueOHO-HayIHBIH
AnekceeBHa TEXHUYECKUX HAYK, HEHTP
0e3 y4eHoro “NudopmarnmonHa
3BaHU s 6€30MacHOCTh”
3 [Topmnes Cepreit 1.T.H, TIpodeccop JTUPEKTOP YHII b
Brnagumuposuy YuyebHo-
HAYYHOTO
HEHTpa
"Undopmanu
OHHas
6e30macHoCT
B!
4 CoxonoB Unbs Ilerpouu 0e3 yueHou Crapuunit Y4eOHO-HaYIHBIH
cTereHu, 6e3 MperoiaBaTe HEHTP
YYEHOI'O 3BaHUS b “NHdopManinonna
s 6€301acHOCTh”’

PexomeHn10BaHO yueOHO-MeETOAMYECKHM COBETOM MHCTHTYTAa PannosnekTpoHUKH U HH(OPMALMOHHBIX

TexHouoru - PT®

[Iporokon Ne 6 ot 26.05.2023 .




1. COAEP KAHUE U OCOBEHHOCTHU PEAIM3AIIUU JUCTIAITJIMHBI
ABTOpBI:

e Aradonos Anexceii Baagmmuposny, Jlouent, YueoHo-HayuHbli neHTp "UHpopManmonHas
O0e3omacHoCTh"

e [lonomapeBa Ouabra AsiekceeBHa, /loneHT, Y4eOHO-Hay4HbIil HeHTP "HHpOpMannoHHas
0e3o0macHoOCTh”

e [IlopmneB Cepreit BaagumupoBud, 1upekTop YueOHo-Hay4YHOro HeHTpa ""Unpopmanuonnasn
o0ezonacnocts", YHL UB

e CoxoioB Uiabs IlerpoBuy, CTapmmii npenogaBarteib, Y4eOHO-HAYYHbIN LEHTP
"NUudopmanuonHasi 60e30MacHOCTb”

1.1. TexHoornu peanu3anum, MCNOJIb3yeMble IPU U3YYEHUH IMCIHUILIMHBI MOLYJISI

- Tpaaummonnas (penpoIyKTUBHAs ) TEXHOJIOTUS
— PasHoypoBHeBoe (nuddepeHunpoBanHoe) o0yueHne
o ba3oBsll ypoBeHB

*Bazoewiti [ yposenb — coxpamnsiem JO2UKY CAMOU HAYKU U NO360Jsem NOLYYUMb YAPOUWEHHOe, HO 6€PHOe U NOIHOe

npedcmasienue o npeomenie OUCYURIUNbL, mpebyem 3Hanue CUchmembl ROHSAMUL, yMeHue peuiams npobniemusie cumyayuu. OceoeHue
OaHHO20 YPOBHS pe3yibmamos 00yueHust 00JHCHO obecneyums (GopMuposane 3aniaHupOBAHHbIX KOMNEMEHYU U NO3601UM
06yuarOwemycs Ha MUHUMATLHOM YPOBHE CAMOCMOSIMENbHOCMU U OMBEMCMEEHHOCMU GbINOIHMb 3A0AHUSL,
IIpoosunymuiii Il yposenv — yenybnsem u obocawjaem 6a308blil YPOBEHb KAK NO COOEPICAHUIO, MAK U NO 21youHe npopabomxu
Mamepuana OUCYUNIUHbL. IMo NPOUCXOOUM 30 CYem 6KII0UeHUs OONOIHUMENbHOU unpopmayuu. JJannblii ypogeHs mpebyem yMeHus.
pewams npodembvl 8 PAMKAX KYPCA U CMEICHBIX KYPCO8 ROCPEOCBOM CAMOCMOAMENbHOU NOCMAHOBKU Yelu U 8b160pa NPocpammbl
Oeticmeuil. Ocgoenue 0aHHO20 YPOBHS Pe3VIbManos 00yueHUs NO360IUM 0OYUAIOWEMYCS HOBLICUMD YPOBEHb CAMOCHOSMENTbHOCU
U OMBEMCMEEHHOCIU 00 MBOPUECKO20 NPUMEHEHUSL 3HAHUT U YMEHU.

1.2. Copep:xkanue TUCHUNIMHBI

Tabmuua 1.1

Kon
Pasnen, Tema
pazaea, HCIHILIHHBI Conepxanue

TeMbl

KittoueBsie aeMeHTsl MPOrpaMMHOM apXUTEKTYPHI OTIEPAIIHOHHBIX
cucteM (OC), onpeaensomuye 3aiuTy KOMITbIOTEPHON
nHpopMaiuu u 6e3omnacHoct IBM. ApxuTekTypa MHOT03a1a4HON
CETEBOH ONEpPALlMOHHON CHCTEMBI. Y POBEHb A]Ipa U YPOBEHb
npuioxkeHuil. OOBEeKTHI Aapa. ANnapaTHO-3aBUCUMBILI
MIPOrpaMMHBIX cIi0ii. 3amunieHHsie (hailoBble cucTeMbl. Bianenne
(haiimoBeIMH 0OBEKTAMH | TIPaBa JOCTyMA K HUM. VI3MeHeHne
pasperieHuit Ha TOCTyII K (paiimaM. Pa3Mmerenre 21eMeHTOB
(haitmoBOi cUCTEMBI Ha JUCKOBOM IPOCTpPAHCTBE. THIIOBbIC
(atinoseie cuctembl. CTPYKTYpa U Ha3HAUYCHUE METAJaHHBIX
¢aiinos. [loHsATHE TONMUTUKK pa3rpaHUYEHHsI JOCTYIa B
KOMIIBIOTEPHBIX cucTeMax. OHOypOBHEBasl © MHOTOYPOBHEBAs
MOJEINIU pa3rpaHUyeHus JO0CTyIa, UX JOCTOMHCTBA U HEIOCTATKU.
Peanuzauus TexHOIOTUH pa3rpaHUUEHUs JOCTYIA B ONIEPALMOHHBIX
cucremax. Mojienb 6e30IMacHOCTH U €€ apXUTEKTypa.
AIMAHHACTPUPOBAHNE YIETHBIX 3alHCeH Mmoap30BaTeneil. [ pymmsr
nonb3oBaTesel. [IpaBa U npuBHIIErMH OJIb30BATENEN U IPYILIL.
VYnpasieHnue cucTeMHOHN MOMUTHKOM Oe3omacHocTu. Ctparerus
[IpeI0CTaBIEHUsI IIpaB Ha JOCTYII K pecypcaM. XpaHeHHe

OO01re TPUHITAITBI
1 0€30MacHOCTH OTIEPAITHOHHBIX
CHUCTEM




MapoJIbHOM MH(pOpMaNuu. AJITOPUTM CETEBOH ayTeHTH(DHUKAITIH.
ObecnieueHne 0€30MaCHOCTH MPH YIAJICHHOM JOCTYIIE.
Kpunrorpapudeckne Mexanu3mbl 3amuTel nHpopmanuu or HCJI,
peanu3oBanHbic Ha ypoBHE OC. be30nacHOCTh CUCTEMHBIX JaHHBIX.
CriocoOBblI 3alIUTHl CHCTEMHBIX (PaliIoB OT HE3aKOHHOM
MoIudHUKaIU. YTIpaBieHHE NaMITbi0. MeXaHu3Mbl BUPTYaIbHON
namATH. Co3/laHue ¥ YHHUYTOKEHHE MIPOLIECCOB. Y IpaBICHUE
MpoLeccaMy U KOHTPOIb HaJl HUMH. Peann3anus MHOr03aJaq4HOTrO
1 MHOTOITIOTOYHOTO PEXUMOB. ME€XaHU3MBbI CUCTEMHBIX BBI30BOB.
3amuTa Ha YPOBHE MEXIIPOIIECCHOTO B3anMoAecTBHs. [lokphiTHE
nporeccoB. Peanuzaliius 3alUTHRIX TpeOOBAaHUI Ha ypOBHE
KOMaHIHOHM 000J109KH. 3alluTa MPOrpaMMHOTO 00ECIICUCHHUS OT
HEe3aKOHHOW MoAu(uKauu. AyAUT cOOBITHI 0€30MaCHOCTH.
Hactpoiika anexBaTHOM NOMUTUKY ayAnTa. AHaIN3 COOBITUI
aynura. Paznenenue ¢pyHKUMI aAMUHUCTpPATOpa U ayAUTOpA.

3anura KOMIbIOTEPHOU
nH(GOPMAINH B OTIEPAIIIOHHBIX
cucremax Linux u FreeBSD

KittoueBsie aneMeHTs! TporpaMMHOil apxutekTypsl OC, Biusiomye
Ha 3amuty nHpopmauuu. bazosie monHsTHs. OCHOBHBIC OTJIMYHS
omeparoHHbIX cucteM Linux u FreeBSD. daiin kak
yauBepcanbHbiid 00bekT OC. Buap! daiinos. [Ipasa goctyna k
¢aitnam. OCHOBHBIE KOMaH[bI, TO3BOJISIOIIME padoTaTh ¢ QaiaaMu.
HeticTBust Hax oOBIYHBIMH GaiiiaMu: co3JaHne, KONMPOBaHHE,
repeMertenue, yaanenne. Padora ¢ karaigoramu. Co3ganue u
M3MEHEHHUE pa3pelieHuil Ha JOCTyI K ¢airam. Vcronp3oBanne
<OKECTKUX» M CHMBOJINYECKHX CCBHUIOK. J[OMOTHUTEIbHBIE
aTpuOyTH (haitnos, noanepxkusaembie B OC Linux. PaboTa co
CrenUalbHBIME (DaiiiaMu yCTpOHCTB. 3arpy3YlKH OEepalluOHHBIX
cucrem LILO, GRUB. O6ecneuenue 3amutel ot HC/] mpu
3arpy3ke OC. Bxoa B cucTeMy B OHOTIONB30BATEIBCKOM PEKIME.
3arpyska [IK ¢ LiveCD c nienbro ycTpaHeHHs HEMOIaI0K.
ApxurtekTypa haiaoBsix cucteM ext*fs u ufs*. Pazmemnenue
3JIeMEHTOB (paiyIOBOI cHCTEMBI HA TUCKOBOM MTPOCTPAHCTBE.
Haznauenwue u cTpykTypa cynepOioka, onucareneii rpym 6J0KOB,
KapT OMTOBBIX TOJIEH, HHACKCHBIX JECKPUIITOPOB, )KypHaJa
TpaH3akuil. CTpyKTypa HHAEKCHOTO IECKPUITOPA PETYISAPHOTO
¢aiina, kaTamora, CHAMBOJINYECKOH cchuIkH. PaboTa ¢ ycrpoiicTBamu
JMCKOBOW M MOJYIIPOBOJHUKOBOW naMaTu. Co3nanue, M3MEHEHUE U
yZIaneHue JUCKOBBIX pa3znenoB. OToOpakeHre HHPOPMALH O
JHMCKOBBIX pa3zenax u ¢aiinoBeix cuctemax. opmarupoBanue
paszenoB u co3fanue ¢GaiioBeix cucteM. KondurypannoHHbIit
(atin /etc/fstab. MoHTUpOBaHHE YCTPOMCTB U IUCKOBBIX Pa3/IEIOB C
pasnuuHbiMU (haHIOBBIME CUCTEMaMU. Pa3melnienue QaiiyioBbix
CHCTEM Ha IUCKOBOM IPOCTpaHCTBE. MOHTHPOBaHHUE pa3esioB
MaMsITU C Pa3IMYHBIMU (aliIOBBIMU CUCTEMAaMH. Y CTAHOBJICHHUE
JHMCKOBBIX KBOT. BoccTaHOBIEHHE JTOrMYECKH YOATCHHBIX HIIH
MOBpEeXACHHBIX (haitnoB. [locnenoBaTeIbHOCTD JTOTHYECKOTO
yaaeHus (aitsioB B (haioBeIX cucteMax ext*fs m ufs*. Bumb
MIOBPEXACHNH (ailloBON CUCTEMBI. Y THIINTHI JJ1s pPaOOTHI €
MOBPEKACHHBIME (DaiIOBBIMH cUCTeMaMH. Bo3MokHOCTH
JIMCKOBBIX penakTopoB Tuma Linux Disk Editor u otnamunkos
(aiinoBBIX CHCTEM JJIsi BOCCTAHOBIICHHS YTEPSHHON
KOMITBIOTEPHON HHPOPMAIIHH.

OcobeHHOCTH BOCCTaHOBJICHUS (DailioB B pa3MiHBIX (pailioBBIX
cucremax. Vcronp3oBaHue 3anuceil U3 KypHaIbHBIX (QaiiiioB.




bnouynoe konupoBaHue HHPOPMALNH C TOBPEXKICHHBIX MATMHHBIX
HocHTenel ¢ moMomsio yTunuTel dd. KimroueBsie apryMeHTs
KOMaHIHOU cTpoku. CeTeBoe KOMMPOBAHHE C HCIIOJIb30BAHUEM
YTUINATHI netcat. ATpuOyTH pornecca. daiinoBas cucrema /proc
KaK «3epKanoy npoteccoB. [lepemennsle okpysxenus. Co3anue u
YHUYTOKEHHE MPOLIECCOB, U3MEHEHHE MX MPHOPUTETOB. Cr1ocoObI
aBTOMAaTHYECKOTO 3aIlyCcKa U OCTaHOBKH nporpamm. [lepronuuecku
3aIlyCcKaeMble MPOLecChl. 3ayCK U OCTAHOBKA MPOTPaMM B
HWHTEPAKTUBHOM U (poHOBOM pexumax. CpencTsa B3auMOACHCTBUSA
Mexay npoueccamu. [lepenamnpasienue BBOa/BBIBOA.
TepMHUHANBHBIN peXKUM M KOHCOJIbHBIE aTakd. BbIBo nHpOpMaIum
o mporeccax. Habmrogenue 3a mporeccaMu 1 KOHTPOJIb
MIPOM3BOJUTEIBHOCTH CUCTEMBL. [Ipu3Haky kamyQisika
HECaHKIIMOHUPOBAHHO BHINOIHIAEMBIX MpoleccoB. [Iporpammusie
BO3MOXHOCTH COKPBITHSA IporueccoB. Mcnonap3oBanue
BO3MOXHOCTEH KOMaHIHBIX 000JI04Y€K 7 MPH PELICHNUH ITaTHBIX
3aa4 aIMUHACTPUPOBAHUS. THUIIOBON CUHTaKCHC KOMaH/. 3aIycK
rporpaMM B (JOHOBOM pekuMe. 3amyCK HECKOJIBKUX KOMAaH], B T.U.
no ycnouto. Komananeie ¢aiinel. [lepenanpasienue BBojia 1
BbIBoJa. KoHBeliephl. YpaBieHne onepaioHHON CUCTEMOH B
MHOTOTEpMHHAIBHOM pexumMe. PaboTa ¢ ¢aiiioBEIM MEHEIKEPOM
Midnight Commander. [Tonb30BaTenu u ux Bugsl. [ pynmst
MoJIb30BaTeNeil. YUeTHbIE 3aliCH HOIb30BaTesel U paboTa ¢ HUMH.
W3mMeHeHne, peqakTUpOBaHHE, YAaJeHUE U BpEMEHHOE
OJIOKMpOBaHUE YUETHBIX 3anrceil. Konduryparmonasie dhanisl
group, passwd, master.passwd, shadow, login.defs. Bpemenusie
OTMETKH U MpU3HaKy napoieit. Cmena nmaposeid. [Iponemypa
perucrtpanuu u ee 6e3omnacHocTs. CMeHa MoJib30BaTeNeH.
[IpenocraBnenne 3¢ppekTHBHBIX paB AocTymna. Mcnoap3oBaHue
MexaHn3ma SUDO. Ilpaktudeckue 3a1aun Ha pa3rpaHudeHre
JocTyna u ux pemenus. IlpenocraBienue moap30BaTessam
BpPEMEHHBIX IIPaB CylepIoib30BaTens. PacpocTpaHeHHbIE aTaku
Ha IpaBa aAMUHHUCTPATOpa CUCTEMBI. McciieoBaHuEe YIETHBIX
3anmceit noip3oBarenei. OOHapyKeHe HeaBTOPHU30BAHHBIX
YYETHBIX 3allMCEN Noab30Bareneil u rpymni. Konuposanue U 3anuch
JaHHBIX. ApXUBalys U pesepBupoBanne. CeTeBble BO3MOXKHOCTH
oreparnuoHHbIX cucteM. KOHTposb 1 HacTpoiika CeTeBBIX
uHTepdeiicoB. Pa3zBenka y3/10B KOMIBIOTEPHOM CETH M CETEBBIX
ciryx0. Meroasl ckanupoBanus y3i0s JIBC. Bo3zmoskHOCTH
YTWIATHI nmap. PeXUMBI OTKPBITOIO ¥ CKPHITHOTO CKAHUPOBAHUSI.
[lepexBar u aHaMIU3 CETEBOrO Tpa(uKa C IIOMOIIBIO YTUIINTHI
tcpdump. 3amganue ycnoBuii prmbTparnuu Tpadguka. OcodOeHHOCTH
HACTPOWMKH U ITPOBEPKHU paObOTOCIIOCOOHOCTH y3J10B OECIIPOBOIHBIX
ceTedl. YSA3BUMOCTH aITOPUTMOB KPUNTOrpadUIeCKON 3aIIUTHI.
Hao6monenue u aymut B OC Linux u FreeBSD. Coop nndopmarun
00 onacHbIX (QaiIoBBIX 00BEKTAX.

[Tonck HEOOBIUHBIX U CKPBITHIX (haitioB u kaTanoros. Habmoxenue
3a IpoleccaMu U Mojib3oBatesisiMu. OTCIeKUBaHUE B3aUMOCBSI3eH
MEXIy CyObeKTaMH, IPOLeCCaMt U 00beKTaMH. AYIUT COOBITHH U
ero 6e3omacHocTb. CHCTEMHBIE TPOTOKOJIBI, UX PACTIOIOKECHUE U
3anonHeHue. VICTOUHUKY, MOTPEOUTENN U YPOBHU 3HAUUMOCTH
COOOTICHMH. 3aIHUTa CHCTEMBI IPOTOKOJINPOBAHUS COOBITHH.
OCHOBHBIE OIUOKH U MPOCYETHI B 3 IMHHUCTPHUPOBAHUH




KOMITBIOTEPHBIX CETeH 0] yIpaBJIEHUEM OIEPALIMOHHBIX CUCTEM
Linux u FreeBSD. Ananu3 Hactpoek 6e3omnacHoctu UNIX-cucrem

3amuTa KOMIBIOTEPHOI
nH(GOPMAITUH B OTIEPAIIIOHHBIX
cucremax ceMmerictea Windows

Peanuzarnus texaonorun pasrpaandeHus qocryna B OC Windows
*. OO0BEKTHI U cyOBbeKTH noctyna. [IpaBa n MeTozp! JOCTYyMA.
HeckpunTop 3amuThl. [JUCKpEITMOHHBIN CIMCOK KOHTPOJIS JOCTYIIA.
CucremMHBIN CIUCOK KOHTPOJA noctyna. CTpyKTypa Mapkepa
noctymna. Iporecc mpoBepKku MOATUHHOCTH MPH BXOJE B CHCTEMY.
Crparerus npeiocTaBleHus paB Ha JOCTYI K pecypcam. 3alura
JaHHBIX CPEICTBaMU pasperieHuil dainosoit cuctembl NTFS.
MexaHU3MBbI 3a1UTH THPOPMALIMH OT HECAHKIIHOHUPOBAHHOT'O
nocryma, Bctpoernble B OC Windows*. Meronbl uaeHTudukanmuu
Y ayTeHTU(HUKAINH MTOJIb30BaTeNel, mpumensiemble B OC
Windows*. Kpunrorpadudeckas 3amura moiab30BaTEIbCKAX
JAHHBIX CPEJICTBaMU MHUQpyromei ¢daitnoBoit cucremsr EFS.
Crpykrypa 3amudpoBanHoro ¢aiuia. Co3ganue Kiroda u
cepTuduKaTa areHTa BOCCTAHOBJICHUS. XpaHEHHE NapOoIbHOI
nHpopManuK. AHaJIU3 ySI3BUMOCTH NapoJiel MoJIb30BaTeNeH.
ANTOPUTMBI JIOKAJILHON M CETEBOM ayTeHTU(HUKAIMU. MeXaHU3MbI
KpUNTorpaduuecKoi 3aluThl JaHHBIX Ha JOTMYECKUX pa3lenax u
CBEMHBIX HOCHTEIAX HHpOpMaIuH, peann3oBanabie B OC
Windows 7. Texnomorus BitLocker. Co3ganne 3aMKHYTOM
MPOTpaMMHON cpeJibl ¢ moMotbto GyHkuuu AppLocker.
Opranusanus daiiopoii cucrembl NTFS. OcHOBHBIE CBOICTBA
¢aitnooii cucremsr NTFS. Ctpykrypa MFT. CrannaptHbie
aTpuOyTHl (haiioB u katangoroB B NTFS. OcHoBHBIE oniepanuy HaJ
o0bekTamu (haitioBoi cucTeMbl. Pe3uieHTHbIe U HEpe3UICHTHBIE
atpuOyTsL. [loToku. CtpykTypa Karanoros. Pazmenienue daitnoBoit
CHCTEMbI Ha AUCKOBOM NPOCTpaHcTBe. PasrpaHnueHue nocryna B
OC Windows*. IltanupoBaHue M CO3IaHAE YICTHBIX 3amHCei
roJib30BaTelneit u pabounx rpymnm. Pasrpannuenue qocrymna K
pecypcam. Pazpenienus nocrymna x oomum nankam. [lomyueHue
JIOCTYTIA K MOJIb30BATENLCKUM JAHHBIM C IIpaBaMu
aamuHucTpatopa. Ctpykrypa cuctemHoro peectpa OC Windows™.
PenaxktupoBanue peectpa. Paszaensl u HaCTpOKM CHCTEMHOTO
peecTpa, onpeAeIsIOne NOIUTUKY Oe30I1aCHOCTH.
Hcnonp3oBanue peectpa ais HacTpoiiku mapamerpoB OC.
YTUIUTH aAMUHUCTPUPOBAHUS peecTpa ¢ HHTepdercomMm
KOMAaHJTHOHM CTPOKU. AHAJIN3 ¥ HACTPOWKA TOJTUTUKH
0e3omacHOCTH. AHATU3 MapaMeTpoB OE30MACHOCTH.
PexoMeHnnyeMble mpaBa 1Mojap30BaTENEN. Y IPaBIECHUE CUCTEMHOMN
MOJUTUKOM Oe3onacHocTy. [lonuTHKa yYETHBIX 3aMuCe.
Pazpabotka mabaoHa moauTHKN 6€30IacCHOCTH. AHAIHU3 U
HACTPOMKA IMOJIMTUKH OE30IIaCHOCTH C IPUMEHEHUEM I1a0JIOHOB.
Aynut cobsiTHil OezonacHocTH. HacTpoiika ageKBaTHOW MOTUTHKH
aynurta. AHanu3 coObITH ayauTa. Paznenenne hyHakunid
aJMHUHHUCTpaTopa u aynutopa. Hactpoiiku xxypHana aynuTa.
AHanu3 ¥ BOCCTaHOBJIEHUE TaHHBIX HA JJOTMYECKUX pa3zenax
NTEFS. Ioaxmtouenne MmamuHEBIX HOcuTene ¢ NTFS-paznenamu.
BoccranoBienue rnaBHON 3arpy304Hoil 3anucu. BoccraHoBneHue
TaOJIMLIBI Pa3/IesIOB U 3arPy304HOro cekropa. [Ipuemsr u
[IPOrpaMMHOE OOecIeueHHE AJIsl «PyYHOT0» BOCCTAHOBIICHHS
ynanensbix (ainoB Ha NTFS pazmenax. BosmoxHocTH
aBTOMAaTHU3MPOBAHHOTO BOCCTAHOBIICHUS yAaIE€HHBIX (ailioB.
AHanu3 ceTeBbIX ciy:k0 Windows*. AHanu3 ceTeBbIX
KOMIIBIOTEPOB C UCIIOJIB30BAaHUEM CTaHIAPTHBIX CETEBBIX KOMaH]I.




AHaM3 CETEBBIX Y3JI0B C HCIOIB30BAHUEM MIPOTPAMM-CKaHEPOB
MTOPTOB. AHAIIN3 BO3MOYKHOCTH CETEBOTO MOIKIIOUEHUS K
(atinoseiM pecypcam Windows*. Hicnonb3oBanue
HHCTPYMEHTAIBHBIX CPEJCTB ayUTa 0€30MacHOCTH
KOMITBIOTEPHBIX CUCTEM.

Co3panne, N3MEHEHNE U YAAJICHUE YUETHBIX 3aluceit
ronb30BaTeNe. Peructpanys B cUCTEME U BBIXOJ U3 HEE.
Bxrouenue 1 MCIIOIB30BaHKUE YUETHON 3aITUCH
CcynepnoJib3oBaresid root. Busipl mapoJieid: maposiab y4eTHOU 3aIUCH,
naposb aMHHUCTPATOPa, MacTep-Mapoib, Hapoiib
cynepnois3oBateinsi. Beibop nmaposeit ¢ momomrsio Password
Assistant. [Taponu B Buae «cBs3ku kitouein». COpoc 1 0OHOBIEHHUE
naposeid. Anmapatasrii mapons Firmware Password. Pa6oTta ¢
(hatimamu. Hanexxnoe ynanenne daiimos. [IpaBa moctyma k daitmam.
3anper u3mMeHeHu# ¢aitnoB. OcobeHHOCTH (HalI0BON CHCTEMBI
hfsplus. CtpykTypa daiiioB. BoccTraHoBIeHNE TOBPEKICHHBIX
¢aiinos. Ucnons3zoBanne Mmexanuzma SUDO muis ipegocTaBieHus
MOJIL30BATEIISIM IOTIOTHUTENBHBIX MpaB. CUCTEMHBIE HACTPOUKH
6e3onacuHoctu. Llndposanue moap30BaTeIbCKUX JAHHBIX €
nomonsio FileVault. BkiroueHue 1 BEIKIIOUEHHE MEXaHU3Ma
mmdpoBanust. Hemocratku pexunma mudposanus. Konrpons 3a
PEXKUMOM H30JIILUH TPOrpaMMHOM cpeabl. CucTeMHast 3amra oT
BPEIOHOCHBIX TIPOTPAMM U CETEBBIX aTak. 3arpys3Ka OlepanroHHON
CHCTEMBI B OJHOTIOJI30BATEILCKOM PEXHUME. 3aIInTa
KOMITBIOTEPOB Apple OT HENOCPEACTBEHHOTO JOCTyMa. DKpaHHas
3actaBka. KoHTponb pabodero Mecra ¢ moMOMIBIO
BHaeoperucTpanuu. Hactpoiika cpeacts cereBoi 3ammrel Mac OS
X 10.6. OcoOeHHOCTH PETHCTPALUN CUCTEMHBIX COOBITHH.
Pacnionoxxenue u 6€30MacHOCTD JKYPHAJIOB ayIUTa

Oco0eHHOCTH 3aIIUTHI
KOMITbIOTEpHOW MH(pOpMaIuy B
OIEpallMOHHON cucrteme Mac
OS X

1.3. HanpaBnenue, BUibl BOCIUTATEILHOM JEATEIIBHOCTH U UCIIOIb3YEMbIE TEXHOJIOT MU

Tabnwuma 1.2
Hampasnenune Bun TeXHOIO S
BOCHUTATEIBHOM | BOCHHUTATEIbHOMN BOCHUTATENLHOI KOMITeTeHIIHS Pesynbratsl
JIeITeILHOCTH JeITeILHOCTH NeATeTbHOCTH 00yueHust
IMpodeccronansl | yuedHO- Texnomorus IMK-11 - Crocoben | I1-2 -
0¢ BOCIIUTaHUE MCCJIE0BATENbCK | (POPMHUPOBAHUS pa3pabaThiBaTh U Kontponuposats
asi, Hay4HO- YBEPEHHOCTH 1 peanu30BhIBAThH coOII0ACHHE
HCCIIEI0BATEILCK | TOTOBHOCTH K MOJINTHKH TpeboBaHUH 1O
ast CaMOCTOSITEIIbHOW | YIIpaBJICHUS 3alINATE
YCIEITHOM JIOCTYTIOM B nH(popMaIuu mpu
NMPOECCUOHABH | KOMITBIOTEPHBIX YCTaHOBKE
Olf IEITEALHOCTH | CUCTEMAaX MIPOTPaMMHOTO
obOecreyeHus,
BKJIIOYas
aHTHBHUPYCHOE
MIPOrpaMMHOE




oOecrieueHue

1.4. IIporpaMMa AUCHMITIUHBI PEATU3yeTCsl Ha FOCy1apcTBEHHOM si3blke Poccuiickoil @enepanui .
2. YHEBHO-METOJUYECKOE U TH®OOPMAIIMOHHOE OBECIIEYEHHUE JUCHUIIJIMHBI
Kpunrorpadpuyeckue npoToxoJisl

DJIEKTPOHHBIE pecypchl (M31aHNsA)

1., Cunanckwii, , H. U.; CereBas 3ammra Ha 6a3ze TexHonoruii pupmsl Cisco Systems. [Ipaktuyaeckuit kypce :
yueOHoe mocobue.; Ypansckuii ¢enepanpublii  yHuepcurer, ObC ACB, EkarepunOypr; 2014;
http://www.iprbookshop.ru/65983.html (3nekTpoHHOE U3TAHUE)

IleuaTHBIE M3TaHUS

1. Adonnes, D. B.; PazpaboTka METONMKHU BBHISBICHUS aHOMaIui Tpaduka B MarucTpaibHbIX MHTEpHET-
KaHajax : aBToped. Auc. Ha COUCK. YUYeH. CTel. KaHA. TexH. Hayk : 05.13.01. ; Exatepun0Oypr; 2006 (1 5k3.)

2. Nyxan, E. U., Cunanckuii, H. U., Xopekos, /1. A., l'aiinamakun, H. A.; IlpumeHenue nporpaMMmHO-
anmapaTHbIX CpPEACTB 3alIUThl KOMIBbIOTEpHOW HH(pOpMaLuu : yueOHOe mocoOue i CTYJEHTOB BY30B,
oOyuatomuxcs no crnenuansHocTsM 090102 - "Kommerorepnas 6e3omacHocts", 090105 - "KommiuekcHoe
obecrieueHre  WHGOPMAIMOHHONW  0€30MacHOCTH  aBTOMATU3MpOBaHHBIX  cucteM'....; YITY-VIIU,
ExatepunOypr; 2007 (15 3x3.)

3. Hyxan, E. U., Cunanckuit, H. U., Xopekos, . A., lNaiinamakun, H. A.; IlpumeHenue nporpaMMHO-
amnmapaTHbIX CPEACTB 3alIUThl KOMIBIOTEpHOW MH(pOpMaLWU : ydeOHOe MOocoOHue UIs CTYJCHTOB BY3OB,
oOyuaromuxcs no cnenuansHoctaM 090102, 090105, 090106.; YI'TY-VIIN, ExarepunOypr; 2008 (30 3k3.)

IIpodeccuonanbHbie 6a3bl JAHHBIX, HHPOPMALHOHHO-CIIPABOYHBIE CUCTEMbI
MunucrtepcTBo oOpa3zoBanus u Hayku Poccuiickoit @enepanuu (http://MmunobpHayku.pd).

®enepanbHblil mopran «Poccuiickoe obpazosanuey (http://www.edu.ru).

Marepnansl pis aun ¢ OB3

Becoy xontent OBC mpencraBineH B Buje (ailioB crenuanbHOro (opmara Jisi BOCIPOU3BEIECHUS
CHUHTE3aTOPOM PEUH, a TAK)KE B TECTOBOM BUJIE, IPUTOAHOM JUIsI IPOUTEHUS C UCIIOJIB30BaHUEM SKPAaHHOM JTYTIbI
Y HaCTPOMKOM KOHTPACTHOCTH.

Ba3bl 1aHHBIX, HHPOPMALHOHHO-CIIPABOYHbIE H MONCKOBBIE CHCTEMBI
00O Hayunas snextponnas oubmuoreka (http://elibrary.ru/defaultx.asp).
3oHanbHasg HayuyHas ouonuoreka YpdVY (http:/lib.urfu.ru).

OnexTpoHHbI Hay4HbIi apxuB Yp@Y (https://elar.urfu.ru).



3. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

Kpunrorpagpunyeckne nporoxko.abl

CBeennsi 00 OCHAIIEHHOCTH JUCIHUIIMHBI CTIENHAJIN3UPOBAHHBIM M J1A00PATOPHBIM
000py/0BaHNEM U MPOrPaAMMHBIM O0ecrieyeHueM

Tabmnuua 3.1

Ne
n/n

Buapl 3ansaTuii

OcCHAIIEHHOCTH CIENNAJIbHBIX
NOMeIeHUii ¥ MoOMeleHuii 1JIst
CaMOCTOAITEILHOU padoThI

Ilepe4yensb JTUIEH3HOHHOTO
MPOrPaMMHOI0 olecredeHust

Jlexnun

MeGenb aytuTOpHas ¢
KOJINYECTBOM pabouuX MECT B
COOTBETCTBUH C KOJIMYECTBOM
CTYJEHTOB

Pabouee mecTo mpenogaBaTens
Jlocka aymuropHast
[Tepugepuiinoe ycTpoicTBO

O6opynoBanue,
COOTBETCTBYIOIIEE TPEOOBAHUSIM
OpraHu3aIuy y4eOHOTOo
nporiecca B COOTBETCTBHH C
CaHUTAPHBIMU TIPABUIIAMU H
HOpMaMH

[Tonkmrouenue k cetu UHaTEPHET

Microsoft Windows 8.1 Pro 64-bit
RUS OLP NL Acdmc

Office Professional 2003 Win32
Russian CD-ROM

JlabopaTtopHubie
3aHSATHUS

MebGenb ayauTopHasi ¢
KOJIMYECTBOM pabOUnX MECT B
COOTBETCTBHUH C KOJUIECTBOM
CTY/ICHTOB

Pabouee mecTo npenogaBarens
Jocka aynutopHas
[Tepudepuiinoe ycTpoiicTBo

IIepcoHasibHBIE KOMITBIOTEPHI 110
KOJIMYECTBY 00yYaroluxcs

O6opynoBanue,
COOTBETCTBYIOIIEE TPEOOBAHUSIM
OpraHu3aIiK y4eOHOTO
nporiecca B COOTBETCTBHH C
CaHUTAPHBIMU TIPABUIIAMH U
HOpMaMu

IToagxmrouenue k cern HTEpHET

Microsoft Windows 8.1 Pro 64-bit
RUS OLP NL Acdmc

Office Professional 2003 Win32
Russian CD-ROM

Tekymuii KOHTPOJIb U
MIPOMEXYTOYHAS
aTTecranus

Mebenp aymuTopHas ¢
KOJIMYECTBOM pabovHX MECT B

Microsoft Windows 8.1 Pro 64-bit
RUS OLP NL Acdmc




COOTBETCTBUH C KOITUYECTBOM
CTYJICHTOB

Pabouee mecTo npenoaaBarens

IlepcoHanbHbIE KOMIBIOTEPHI 110
KOJIMYECTBY 00yYaromuxcs

[Tonkntouenue k cetu UHTEpHET

Office Professional 2003 Win32
Russian CD-ROM

CaMocTrosTenbHas
paboTa CTyIEeHTOB

IIepcoHasbHBIE KOMITBIOTEPHI 110
KOJIMYECTBY 00yYaromuxcs

[Tonkntouenue k cetu UHTEpHET

Microsoft Windows 8.1 Pro 64-bit
RUS OLP NL Acdmc

Office Professional 2003 Win32
Russian CD-ROM




PABOYASA TPOI'PAMMA JTUCHUIIJINHBI

Be3onacHocTh KOMIILIOTEPHBIX ceTell

Pabouas nporpamMmma IUCHOUILIMHBI COCTABJICHA aBTOPAMMU:

Nen/m | @amuiausg Uma OTdecTBO Yuenas creneus, JloJsKHOCTD Honpasnenenne
Y4YeHoe 3BaHHue
1 3o10TeIX Makcum KaHAUIaT Jouent Y4eOHO-HaYYHBIH
OneroBu4 TEXHUYECKUX HayYK, HEHTP
0e3 y4eHoro “NudpopManmonHa
3BaHUSA s 6€301acHOCTh”
2 [Tonomapesa Ombra KaHAuJaT HoueHt YueOHO-HayIHBIH
AnekceeBHa TEXHUYECKUX HAYK, HEHTP
0e3 y4eHoro “NudopmarnmonHa
3BaHU s 6€30MacHOCTh”
3 [Topmnes Cepreit 1.T.H, TIpodeccop JTUPEKTOP YHII b
Brnagumuposuy YuyebHo-
HAYYHOTO
LEHTpa
"Undopmanu
OHHas
6e30macHoCT
B!

PexoMeH/10BaHO y4eOHO-METOIHYECKMM COBETOM HMHCTUTYTAa PaanodneKTpoHHKH ¥ WH(POPMAIMOHHBIX

TexHoJioruu - PT®

[IpoTtokon Ne 6 ot 26.05.2023 .




1. COAEP KAHUE U OCOBEHHOCTHU PEAIM3AIIUU JUCTIAITJIMHBI
ABTOpBI:

e 3oaorbix Makcum Ogerosuy, /louent, YuedHo-HayuHbIi neHTp "UHpopmanuonnas
0e3omacHOCTB”

e [lonomapeBa Ouabra AsiekceeBHa, /loneHT, Y4eOHO-Hay4HbIil HeHTP "HHpOpMannoHHas
0e3onmacHoCTh”

e [IlopmneB Cepreit BaagumupoBud, 1upekTop YueOHo-Hay4YHOro HeHTpa ""Unpopmanuonnasn
o0ezonacnocts", YHL UB

1.1. TexHos0rnu peanu3anuu, HCMOJIb3yeMble IPU U3YYeHUH TMCHHUIIJIMHBI MOLYJIs

- Tpanunuonnas (penpoayKTUBHAs ) TEXHOJIOTHUS
— Pa3znoypoBHeBoe (muddepeHnupoBaHHOe) 00yueHUE
o ba3oBbIi ypoBEHb

*Bazoeuiii I ypogsenv — coxpamnsem J102uUKy CAMOU HAYKU U NO360IAEM NOAYHUMb YNPOWEHHOe, HO 8epHoe U NONHOe

npeocmasienue o npeomeme OUCYUNIUHbL, mpebyem 3HaHue CUCmemMbl NOHAMUU, yMeHue peulams npoonemuvle cumyayuu. Ocgoenue
OaHHO20 YPOBHS pe3yIbMAamos o0yueHus OO0JICHO obecneuums (GopMuposanue 3anIaHUPOSAHHLIX KOMNEMeHYUl U NO3601um
0byuawemycs Ha MUHUMATLHOM YPOGHE CAMOCMOAMENbHOCIU U OMEEMCMEEHHOCIU BLINOIHAMNb 3A0AHUSL;
Ipoosunymeuiii I yposenv — yenyonsem u oboeawaem 6a308blil ypoGeHb KAK NO COOEPAHCAHUIO, MAK U NO 21yOuHe npopabomku
Mamepuana OUCYUnIUHbl. IMo NPOUCXOOUM 3a CHem 8KIIOUeHUsI OONOTHUMENbHOU uHpopmayuu. [Jannblil yposeHs mpebyem yMeHus
peuiams npobemMvl 8 PAMKAX KYPCA U CMENCHBIX KYPCO8 NOCPEOCBOM CAMOCIMOSAMENbHOU NOCIMAHOSKU Yeau U 8b100pa NPocpammbl
Oeticmeuii. OceoeHue OaHHO20 YPOBHS Pe3yIbMAMmMos 00YUeHUs NO38OAUM 00YUAIOWeMYC S HOBBICUMb YPOBEHb CAMOCIOAMETbHOCTU
U OMEEMCMBEHHOCIU 00 MBOPYECKO20 NPUMEHEHUA 3HAHULL U YMEHU].

1.2. Conep:kanue QM CHUANINHbBI

Tabnuna 1.1
Kon
Pa3nen, Tema
pasneda, JAMCHHILTHHBL Conep:xanue
TEeMbI
CTpyKTYpHBIE ¥ TOTIOJIOTHYECKUE MOJEIH JIOKAJIbHBIX,
KOPIIOPATHBHBIX U TI00aJbHBIX KOMIBIOTEPHBIX ceTell. CrocoOsbl
Mogenu yrpo3 u repexBara CETEBbIX MaKEeTOB B JIOKAIbHOM CETH. YTPO3bl
1 UHPOPMAITHOHHBIX 0e301MacHOCTH C MO3UITUN MOHOKaHaja. YTPO3bI C
HapymuTesel B nepeHarpaBieHneM ceTeBoro Tpaduka. JlokanbHas MOJETb CETH B
KOMITBIOTEPHBIX CETSIX TOIIOJIOTMH IIMHA U 3Be3/a. [loHsTHE O ceTeBOM anamnTepe B
pexxuMe OecropsiIouHOro (promiscusion) 3axBaTa MakeTOB.
[onsiTie 00 arp u rarp npotokonax. Buabl ceTeBoii agpecanunu.
[punnumne! GunbTpanun ceTeBbIx maketoB. Buast MC3. CiocoObt
pacnonoxennss MCD B 3amuiaeMoil ceTi. XapakTepuCTUKH
HanboJiee N3BECTHBIX TUIOB anmapatHeix MCD U UX MpUMEHEHHeE.
2 Texuonorus 1 cpeacTsa TpeboBanus 1 MOPsIOK HACTPOUKHU NporpaMMHbBIX MCD B cocTase
MEKCETEBOTO DKPAHUPOBAHUS _
OC Windows u UNIX. IIpumenenne craHAapTHBIX YTHIIUT,
obecrreunBaromux MCD. [Topsmok HACTPOMKHU U OIICHKA
a¢dhexkTrBHOCTH NTEpcOHANBEHBIX MCD.
Jluneiika cereBoro obopynoBanus CISCO: H3HaueHue,
3 Anmaparaie cpenctsa CISCO XapaKTePUCTUKY, BHEIIHUH BUJ U IPUMEHEHHE annapanulmx
cpenctB CISCO. MHCTpYKITHS IO SKCILTyaTaiy W3ACITHHT.
Omneparmonnas cucrema CISCO. bazoBast cuctrema KOMaHI.




, iwconfig, net, netsh, tcpdump, netstat u 1p., ©X mMapaMmeTps

CereBbie BO3MOKHOCTH
4 OTIEPAIMOHHBIX CUCTEM
Windows, Linux, MacOSX

CeTteBble MPOTOKOIIBI, pEATM30BAHHBIE B KOHCOJIBEHOM U
rpaduueckoM pexkumax. TUoBoi Habop yTHIUT, ONOIHOTEK,
JEMOHOB U CLIEHapHEB CETEBOTO Ha3HAYCHHUS. Y THIIUTHI THUIIA
ifconfig, ipconfig

1.3. HanpaBnenue, BUibl BOCIUTATEILHOM JEATEIIBHOCTH U UCIIOIb3YEMbIE TEXHOJIOT MU

Tabmuma 1.2
Hanpasienue Bu
p . A . Texnonorus PesvILTaATEL
BOCIUTATENBHON | BOCHUTATENBHON | pooiriroron o ow KoMIIeTe IS 6}’
EeATEIbHOCTH NEeATEIbHOCTH NCSITETBHOCTH 00y4CHUA
T1IK-14 - Crocoben I1-3 - Umeth
OIICHUBATh YPOBEHb | MPAKTUYECKUMA
Texnonorus 0€e30I1aCHOCTH OIEIT
6 (dbopMHpoBaHUS KOMITBFOTEPHBIX (dbopMupoBaHUS
4e0HO- .
y YBEPEHHOCTH U CHCTEM U CETEMH, B 1abJI0HOB
HCCIIEN0BATEIbLCK
[Ipodeccronansu A HAVHO TOTOBHOCTH K TOM YHCJIE B YCTaHOBKH
s, HAy4IHO- .
0€ BOCIIUTaHUE - Hay CaMOCTOSITELHON | COOTBETCTBHH C MIPOrpaMMHO-
HACCIIEI0BATEIBLCK .
YCIEITHOM HOPMATHUBHBIMU U anmapaTHBIX
ast
po¢eCCHOHANBH | KOPIIOPATHBHBIMHU CPEJICTB 3aIUThI
O IeATENILHOCTH | TPEOOBAaHUSAMHU nHpopmanuu B
OTIePaIIMOHHBIX
CUCTEMAX

1.4. IIporpamma AUCHUIUIMHBI pealii3yeTCsl Ha TOCYyIapCTBEHHOM si3blke Poccuiickoi denepanuu .

2. YHEBHO-METOJNMYECKOE U TH®OOPMAIIMOHHOE OBECIIEYEHUME JUCHUIIJINHBI

be3onacHocTh KOMNIBIOTEPHBIX CeTel

DJIeKTPOHHBIE pecypchbl (M31aHUSA)

1., Cunanckwii, , H. W.; CereBas 3ammuTa Ha 6a3ze Texnonoruii pupmsl Cisco Systems. [Ipaktuueckuii kypc :

y4yeOHOe Toco0Oue.;

VYpanbckuii  denepaibHbIE  YHHUBEPCHUTET,

http://www.iprbookshop.ru/65983.html (DnekTpoHHOE U3IaHKE)

ITeuaTHbIEe H3TaHUA

OBC ACB, ExarepunOypr;

2014;

1. dyxan, E. U., Cunanckuii, H. U., Xopekos, . A., l'aitnamakun, H. A.; IlpumeHeHue mnporpaMMHO-

amnmapaTHbIX CPEACTB 3alIUThl KOMITBIOTEPHOW WH(pOpManuu

: yueObHOe mocobue aJisi CTYACHTOB BY30B,

obyuaromuxcs no crnenranbHocTsaM 090102, 090105, 090106.; YI'TY-VIINU, Exatepunoypr; 2008 (30 3k3.)

2. Nyxan, E. U., Cunanckuii, H. U., Xopekos, . A., lNaiinamakun, H. A.; IlpumeHenue mnporpaMMHO-

amnmapaTHBIX CPEACTB 3alIUTHl KOMITBIOTEPHOW WH(pOpMauu

: yueOHOE IMocoOue /sl CTYJISHTOB BY30B,

obyuaromuxcst mo creruaibHocTIM 090102 - "Kommbrotepnas 6e3omacHocts", 090105 - "KomrmuiekcHoe

o0ecrieueHue

MH(GOPMaLlMOHHON

0€e30I1aCHOCTH

ABTOMAaTHU3WPOBAHHBIX

cucreM"....;

VITY-VIIH,



ExarepunOypr; 2007 (15 3k3.)

3. Cunanckuii, H. U., baxmanos, B. B.; AHanu3 u BOCCTaHOBJICHHE MAaHHBIX Ha HOCUTENSAX C (HailsoBOM
cuctemoit NTFS : yue6. nocobue.; [[[OY BIIO YI'TY-VIIU], ExarepunOypr; 2007 (70 3k3.)

IpodeccnonanbHbie 6a3bl JAHHBIX, HH(POPMAIMOHHO-CIIPABOYHbIE CHCTEMbI
MunuctepcTBo 00pazoBanus u Hayku Poccuiickoit @enepanuu (http:muHoOpHayKU.pd).

®enepanbublil mopran _Poccuiickoe oopazosanue (http:www.edu.ru).

Marepuansi ais aun ¢ OB3

Bece kontent OBC mpencraBieH B Buzae (ailiioB crenuanbHOro Qopmara I BOCHPOM3BEIEHUS
CHUHTE3aTOPOM PEYH, a TAK)KE B TECTOBOM BUJE, IPUTOAHOM JUIs IPOYTEHUS C UCIIOJIb30BaHUEM SKPAaHHOM JTYTIbI
Y HaCTPOMKOM KOHTPACTHOCTH.

Ba3bl JaHHBIX, HHPOPMALHMOHHO-CIIPABOYHbIE U MOUCKOBBIE CHCTEMbI
OOO Hayunas snekrponnas 6udiauoreka (http:elibrary.ru).
3onanpHas HayyHas Oubnuoreka YpdY (http:lib.urfu.ru).

OnekTpoHHbIN HayuHblil apxuB YpDY (https:elar.urfu.ru).

3. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI
Be3onacHOCTH KOMIIBIOTEPHBIX CeTel

Caenennst 00 OCHAIICHHOCTH JHCHHUIUINHBI CIEUATH3HPOBAHHBIM M J1a00pPaTOPHBIM
0o0opyroBaHMeM H IPOIPAMMHBIM O0ecreYeHneM

Tabnuma 3.1
Ne Buapl 3ansaTnii OcHaIEHHOCTDh CNEeNHAJIbHBIX IlepeyeHb JMLEH3UOHHOTO
n/n TOMellleHHii U MoMeIleHui 1JIst MPOrpaMMHOro0 odecreyeHust
CaMOCTOATEIbHOI padoThI
1 Jlexmn MeGenb aytuTopHas ¢ Microsoft Windows 8.1 Pro 64-bit
KOJIMYECTBOM pabO4MX MECT B RUS OLP NL Acdmc
COOTBETCTBHUU C KOJIUUYECTBOM

Office Professional 2003 Win32

CTY/ICHTOB Russian CD-ROM

Pabouee mecto npenoaasarens
Jlocka aynurtopHas
[lepudepuiinoe ycTpoiicTBO

HepCOHaHLHHe KOMIIBROTCPEI 110
KOJIMYCCTBY o6yqa}01u1/1xc;1

ObopynoBanue,
COOTBETCTBYIOIIIEE TPEOOBAHUSIM
OpraHu3aIuy y4eOHOTOo
poIecca B COOTBETCTBHH C




CaHWUTAPHBIMH MPABUIIAMH U
HOpMaMu

[Tonkmrouenue k cetu MHTEpHET

Jlaboparopubie
3aHATUA

Mebenb ayauTopHasi ¢
KOJIMYECTBOM pabo4MX MECT B
COOTBETCTBUH C KOJIHMUECTBOM
CTYACHTOB

Pabouee mecto npemnonaBarens
Jocka aynuropHas
[Tepudepuiinoe ycTpoicTBO

[TepconanbHbIe KOMIBIOTEPHI IO
KOJINYECTBY 0OYYaIOLINXCS

O6opynoBanue,
COOTBETCTBYIOIIEE TPEOOBAHUSIM
OpraHu3aIuy y4eOHOTO
nporiecca B COOTBETCTBHH C
CaHUTAPHBIMU TIPABUIIAMU U
HOpMaMH

[Tonkmrouenue k cetu MHaTEpHET

Microsoft Windows 8.1 Pro 64-bit
RUS OLP NL Acdmc

Office Professional 2003 Win32
Russian CD-ROM

Tekymuii KOHTPOJIb U

MebGenb ayauTopHasi ¢

Microsoft Windows 8.1 Pro 64-bit

MIPOMEXKYTOUHAS KOJIMYECTBOM pabOYHMX MECT B RUS OLP NL Acdmc
aTTecranus COOTBETCTBUH C KOJIMYECTBOM . .
CTYeHTOB Office Professional 2003 Win32
Russian CD-ROM
Pabouee mecTo npenoaaBarens
[TepconanbHbIE KOMIBIOTEPHI TIO
KOJIMYECTBY 00yYaromuxcs
[Tonkmrouenue k cetu MaTEpHET
CamocrosTenbHas [Tepconanbubie KOMIbIOTEpHI 0 | Microsoft Windows 8.1 Pro 64-bit

paboTa CTyIeHTOB

KOJIMYECTBY 00yYaromuxcs

[Tonkmrouenne k cetn HTEpHET

RUS OLP NL Acdmc

Office Professional 2003 Win32
Russian CD-ROM
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